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Abstract: Cloud computing is an Internet-based computing solution which provides the resources in an effective 

manner. A very serious issue in cloud computing is security which is a major obstacle for the adoption of cloud. The 

most important threats of cloud computing are Multitenancy, Availability, Loss of control, Loss of Data, outside 

attacks, DOS attacks, malicious insiders, etc. Among many security issues in cloud, the Virtual Machine Security is 

one of the very serious issues . Thus, monitoring of v irtual machine is essential. The paper proposes a Virtual 

Network Introspection [VMI] System to secure the Virtual machines from Distributed Denial o f Service [DDOS] and 

Zombie attacks.  
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I INTRODUCTION 

Cloud computing delivers the software (IT) as a 

service. In the cloud, many computers are configured 

to work together where the resources are allocated on 

demand. Cloud computing allows the customers to 

access resources through the internet from anywhere 

at any time without thinking about the management 

and maintenance issues of the resources. Resources of 

cloud computing can be provided dynamically. One of 

the important attribute of cloud computing is 

scalability which can be achieved through server 

virtualizat ion. The best example of Cloud computing 

is Google Apps. The services can be accessed using 

Google Apps through the browser over the Internet. 

Cloud computing is cheaper than any other computing 

models. In cloud, the maintenance cost is zero as the 

clients are free from maintenance and management 

issues. Thus, cloud computing is  also called “Ut ility 

Computing”or “IT on demand”. 

 

Security issues in cloud are a major obstacle for its 

adoption. Security issues can be grouped into sensitive 

data access, data segregation, privacy, bug 

exploitation, recovery, accountability, malicious 

insiders, management console security, account 

control, and multi-tenancy issues. There are many 

other challenges and risks in cloud computing that 

leads to loss of security which has to be taken care in 

order to build trust in customers about cloud 

computing technology. The main focus of the paper is 

on Virtual Machine Security among many other 

issues. 

 

 

A virtual machine mimics the physical machine as 

software. Many operating systems and software’s can 

be installed in virtual machine. Virtual machines are 

accompanied with the virtualizat ion layer called 

hypervisor which runs on client or server operating 

system. Virtual machine attacks include VM-to-VM 

attacks, Hypervisor attacks, Denial-Of-Serv ice 

attacks, Isolation breakage, Remote management 

vulnerabilities etc. Thus, virtual machine monitors are 

used to monitor the virtual machines. The existing 

popular virtual machine monitors are Xen, VMware 

ESX Server etc. 

 

VMI is another technique used for monitoring the 

state of virtual machines in real time. The focus of the 

paper is on the DOS/DDOS attacks to virtual 

machines. DOS attacks leads to delayed response for a 

request, no response to the legitimate traffic and 

resource management problems. Thus, DOS/DDOS 

attacks overload the server. As a solution to mitigate 

the DOS/DDOS attacks,architecture of VMI is 

proposed in this paper.  

 

The paper gives the related work in the section II. The 

proposed VMI is being exp lained along with 

architecture and flowchart in the section III. The 

implementation details of the proposed architecture 

are given in section IV. The proposed VMI is 

experimented and the results of it are presented in the 

section V. The conclusion for the paper is given in the 

section VI. 
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II RELATED WORK 

Akhil Behl [1] describes very common and crit ical 

security challenges. There are many security threats 

which come from inside or outside of cloud 

providers/consumers environment is classified into 

insider threats, outsider malicious attacks, data loss, 

issues related to multi-tenancy, loss of control, service 

disruption. The security feature in a cloud 

environment has to be adopted to protect cloud virtual 

infrastructure. Availability and Performance, outside 

attacks, Malicious Insiders, Multitenancy, Loss of 

Control, and Service Disruptions are the kind of 

attacks which has to be mainly addressed. 

FaraziSabhai. [2] describes the well-known Gartner’s 

seven security issues. The basic security issues such as 

Data leakage, DoS (Denial of Service) attacks are 

addressed. Some of the solutions for cloud security 

such as Access Control, Incident Counter measure and 

Response are proposed.Tal Garfinkelet. al. [3] 

introduces IDS for virtual machines and exp lains 

VMM and VMI. The paper proposes architecture for 

Virtual Machine Monitor implementation. The Virtual 

Machine Introspection (VMI) system possesses three 

properties such as Isolation, Inspection, and 

Interposition. The prototype is experimented for 

security and performance overhead and it has the 

ability to detect real time attacks with high 

performance. Anthony Roberts et. al. [4] proposes a 

framework called Pathogen for analysis and 

monitoring of real time systems which use VMI for 

monitoring a system without the use of local agents. 

Pathogen is used to monitor mult iple Virtual 

Machines within an organization and it creates a light 

weight Virtual Machine Introspection and fills in the 

semantic gap. Pathogen is implemented and analyzed 

for the results. 

 

Anaset. al. [5] describes two ways to implement 

Virtual Machine Introspection (VMI) tools and 

techniques. A proposed system is implemented using 

one of the two ways and its system design is given. 

The system involves Log File, ZFS File System, 

Backup Spooler, Virtual Machine recovery etc. The 

system is tested for its behavior. Ying Wang et. al. [6] 

gives the importance of VM Detector along with some 

related work. A VM Detector design is proposed to 

detect hidden process by multi-view comparison and 

its goals are mentioned. A VM Detector is used to 

obtain views of kernel level, VMM level and also 

detects hidden suspicious process. The proposed 

approach is implemented and experimented for testing 

the function and performance.Li Ruanet. al. [7] 

introduces Cloud Distributed Virtual Machine 

Monitor (Cloud DVMM) by comparing with some 

existing VMM’s. The theoretical model of DVMM, its 

attributes and operations are specified briefly. The 

system architecture of DVMM is given with brief 

explanation and DVMM is implemented, evaluated 

for analysis. AmaniS et. al. [8] describes the key 

security problems in IaaS environment. To overcome 

the security challenges in IaaS, a high level CloudSec 

architecture is proposed which has VMI Layer with 

the two components such as Front-end and Back-end 

component. CloudSec is implemented using VMSafe 

API’s on a VMware hypervisor.  

 

III PROPOS ED S YSTEM 

The proposed system introduces the VMI architecture 

as depicted in Figure.1.The VMI effect ively detects 

the DOS/DDOS attacks for the virtual machines 

based on predefined threshold access count values. 

The architecture consists of three servers such as 

Gateway Server and two cloud servers. The virtual 

applications are running in  two cloud servers along 

with separate VMI agent running in these two 

servers. The application is accessible to two different 

types of users such as admin and end users. The 

user’s requests are received by the cloud servers via 

the gateway server. The network controller consists 

of various VM profiles  and controls various network 

activities.Admin can login to monitor the status of the 

machines connected, state of servers and 

applications, and admin can also change the 

password.End user can access any application on the 

cloud server using a common user interface. This 

architecture comprises of three modules such as VMI 

Agent, Attack Analyzer, and Network Controller.  

 

The VMI agentmonitors the connection activities in 

the network, alerts the attack analyzer about the 

threats for further detection. Each VMI agent running 

on two cloud servers is assigned a predefined 

threshold access value. When cloud server receives a 

request by an IP address the agent obtains the details 

of that IP addresses from the log file and increments 

its count. If that particular IP has accessed the 

applications more than VMI agent’s threshold access 

count value then, an alert notification is sent to the 

attack analyzer module as depicted in Figure.2.

 

 

 

 

 



COMPUSOFT, An international journal of advanced computer technology, 3 (4), April-2014 (Volume-III, Issue-VI) 

862 
 

 

Figure.1. Virtual Machine Intros pection Architecture  

 

 

Figure.2.Flowchart for VMI agent 
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The Attack analyzer receives the IP address from 

VMI agent and monitors that IP for further analysis. 

If user from that particular IP accesses more than the 

threshold access count value of the attack analyzer, 

then the IP is suspected to be an attacker. Thus, the IP 

is sent to the scenario attacker present within attack 

analyzer as depicted in Figure.3.  

The scenario attacker will check in its databases such 

as local_db, global_db for the suspected IP address. 

If the IP is found in any of the databases to be 

misbehaved then it is being displayed to the admin. If 

that IP address is not found in the two databases , then 

it is being added to the network analyzer database 

(nw_analyzer_db). A notification is given to the 

admin by the scenario attacker that the IP has 

misbehaved and is being blocked from further access.

 

 

Figure.3. Flowchart for Attack Analyzer 

The Network controller collects the network 

informat ion such as the number of the devices 

connected, status of each VM and their connections 

etc. and stores it in VM profiles. Various VM profile 

records are stored in Network Controller database. As 

depicted in Figure.3,VMI agent sends an alert in the 

form of IP address to the Attack Analyzer. Attack 

analyzer checks for the IP address in the local and 

global database. If IP is found, then it is added to the 

Network Controller’s VM profiles.If the IP is not 

found in the two databases, then scenario analysis is 

initiated and the suspected IP is sent to the Network 

Controller. 

IV IMPLEMENTATION 

The proposed architecture is implemented using Java 

platform. The three modulesdiscussed in section III 

has been deployed on a single Windows machine and 

access to the sample applicat ions present on this 

machine is being granted to the users connected to the 

network. The end users can access the cloud server 

applications with the aid of Wi-Fi hotspot. 
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Virtual Machine Introspection [VMI] agent: 

VMI agent monitors the users in the network by 

obtaining the users informat ion from the log file in a 

given timer value. Another timer is used during which 

this agent must detect the IP address which has 

accessed more than the VMI agents threshold access 

count value. If the agent suspects any IP address that 

has crossed the threshold, then this IP is obtained 

using DAO [Data Access Object] and stored into the 

database table usingResultSet.getObject(). This IP 

address is encrypted and sent to the Attack Analyzer 

as a threat notification. The encryption is achieved 

using Advanced Encryption Standard [AES] 

algorithm. This Algorithm is implemented using 

encrypt(), decrypt() and generatekey() methods of 

Java. 

Attack Analyzer/Detector: 

The encrypted form of IP address is received and 

decrypted using decrypt() method. The Attack 

analyzer checks if the decrypted IP is in local_db or 

global_db by calling a method 

Network_DAO.checkBlockIp() and Resultset(). Then, 

the attack analyzer obtains the IP using 

Network_DAO()and checkAccess() which is used to 

check the access count of the IP. If the access limit of 

the IP is crossed, then it is added into the block IP 

table using addObject() and is sent to network 

controller using updateBlockIp().  

V EXPERIMENTS AND RES ULTS  

In this paper, a prototype system of VMI is designed 

and implemented using Java. The experiment is 

conducted to protect VM’s from DOS/DDOS attacks. 

The experimental environment consists of three PC’s 

among which one is gateway server and other two 

cloud servers. The Web Server used is the Tomcat and 

Database Server used is MySql. The three PC’s are 

connected together using Wi-Fi Hotspot. The 

proposed system provides a common user interface for 

all the users using SQLyog 5.19.  Java program runs 

in Eclipse IDE.  

VMI agent: 

VMI agent detection is displayed in a window which 

shows the Timer Code, IP address which is accessing 

the virtual applicat ions and the access count of the IP 

address. In Figure.4, the IP 192.168.1.95 has accessed 

the virtual application more than VMI agent’s 

threshold access count value. Therefore, that 

particular IP is encrypted and sent to Attack Analyzer 

as an alert notification which is as shown in a sub 

window in Figure.4 

 

Figure.4. VMI agent sends the suspected IP in the 

encrypted form to Attack Analyzer  

Attack Analyzer: 

The Attack analyzer decrypts the received alert to 

obtain the IP and monitors the IP which is received as 

an alert by the VMI agent.The Attack Analyzer then 

checks for that IP in Local_db, Global_db as in 

Figure.5. 

 

Figure.5. Attack Analyzer checking for the 

suspected IP in Local_db and Global_db.  

If IP is found in any of the two databases to be 

misbehaved then it is sent to network controller. If IP 

is not found in the two databases, then it initiates the 

Scenario Attack Analyzer as in Figure.5. The Scenario 

Attack Analyzer checks if IP’s access count is greater 

than Attack Analyzers threshold. If yes, then, Scenario 

Attacker decides that IP has misbehaved and sends IP 
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to the Network Controller as in Figure.6. Network 

controller in turn stores the IP into its database and 

necessary countermeasuresuch as blocking the 

misbehaved IP is taken. 

 

Figure.6. Attack Analyzer  Module detects IP to be 

misbehaved 

If next request arrives from the same misbehaved IP 

then the misbehaved IP is being blocked from further 

accessesas in Figure.7. 

 

Figure.7. Blocking of the misbehaved IP  

If IP’s access count has not crossed Attack Analyzer’s 

threshold access count value, then no countermeasure 

is taken as in Figure.8. 

 

Figure.8. Attack Analyzer Module detects IP has 

not misbehaved 

VI CONCLUS ION 

The proposed VMI architecture effectively detects the 

DOS/DDOS attacks. The misbehaved users are 

successfully blocked at the gateway level using 

theVMI agent and the attacker module. Thus, the VMI 

can reduce the risk of cloud system from being 

attacked and misused by the internal and external 

attackers. As future work, a Host based IDS can be 

incorporated into the implemented system to increase 

the accuracy of attack detection. 
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