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I. INTRODUCTION

We have witnessed an exponential deployment of the
spontaneous networks thanks to the emergence of new
technologies wireless and, and also to the increasing
availability of advanced and autonomous terminals
(telephones, PDAs). An Ad hoc network constitutes a
regrouping of a large population of portable calculating
units (laptops, PDA) inter-connected by a wireless
technology, moving in an unspecified territory, forming a
decentralized network, without fixed infrastructure.

This network is usually characterized by a dynamic
topology, a limited bandwidth, energy constraints, the
heterogeneity nodes, and a limited physical security. The
applications having recourse to the ad hoc networks cover a
very broad spectrum. For example in the tactical
applications (fires, flood, etc.), in the soldier’s field, in the
monitoring systems, and the world of transport [1].

The problem of the MANET is how to find the investment
of lower costs in rated capacities and reserves which ensures
the routing of the nominal traffic and guarantees its
reliability in the event of any breakdown of arc or node.
That’s why several families routing protocols emerged.
Each protocol can be classified as a reactive like AODV
(Ad hoc One Demand Distance Vector) and DSR (Dynamic
Source Routing), proactive like OLSR (Optimized Link
State Protocol), or hybrid like ZRP (or Routing Protocol
Zones) [1].

In spite of the evolution of the ad hoc mobile networks
during the last decade it still problems related security
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which remain unsolved. Although some solutions were
proposed none of them can’t satisfy all the constraints on
the ad hoc networks.

Il. ATTACKS ANALYSIS AND COUNTERMEASURE
INROUTING PROTOCOL OF MOBILE AD HOC
NETWORKS

An attack is an action which aims at compromising the
security of the network. The attacks of security can be
classified in two categories according to nature of the
attacker: Passive Attacks: the attacker can only listen
clandestinely or monitor the traffic of the network.
Typically it is the easiest form of the attack and it can be
accomplish without difficulty in many environments of
network management, for example the emission networks
such as Ethernet and the wired networks. In the case of the
active attacks, the attacker can not only listen the
transmission but can also actively change it or block it.
They are many and varied in these MANET.

Blackhole attack: consists in dropping some routing
messages that node receives [01, 02, 03, 04, 05]. It was
declined in several particularity alternatives, having
different objectives, among which we can quote:
« Routing loop, which makes it possible for a node to
create loops in the network;
o Grayhole, which lets pass only the packages of
routing and diverts the data;
o Blackmail, which makes it possible for a node
attacker to isolate another node.
Several solutions exist to counter these types of attacks,
among which we name the technical estimate relation. In
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this mechanism the authors classified the relation between
the nodes and their neighbours in three cases: Unknown
(node X sent forever (received) of messages to (from) the
node y and the probability of the malevolent behaviour are
very high), acquaintance (node X sent (received) some
messages to (from) the node y and the probability of the
malevolent behaviour must be observed) and Friend (node
X sent (received) in abundance of the messages to (from)
the node y and the probability of the malevolent behaviour
is too small. This mechanism is implemented in the routing
protocol RDSR (Relationship enhanced DSR protocol)
[06].

The Threshold of sequence number consists in performing
a check to find if RREP seq no is higher than the threshold
value. The threshold value is dynamically updated in each
interval of time. As the value of RREP seq no proves
higher than the threshold value, one suspects the node to be
malicious and adds it to the black list. This mechanism is
implemented in the routing protocol DPRAODV
(Detection, Prevention and Reactive AODV) [21].

The Watchdog or monitoring (watchdog) is a solution
which makes it possible to identify malicious nodes. The
Watchdog assigns positive values with a node which
successfully forwarded packages and a negative value after
a threshold level of bad behaviour was observed. It’s
implemented in SWAN (mobile Secure Watchdog for Ad
hoc Network) [14]. Pathrater which makes it possible the
protocol to avoid nodes corrupted register in a black list
[14].

The DRI or the data table of information’s routing which is
used to identify nodes of cooperative blackhole, it consists
in adding two additional bits of information. These bits
have as values 0 for "FALSE” and 1 for” TRUE ” for
intermediate nodes answering the RREQ of node source,
AODV implements this mechanism [22,23]. The Cross
checking solution which consists in hoping on reliable node
(nodes by which node source has forwarded the data) to
transfer from the packets of data [22, 23].

Wormhole attack: this consists in putting a tunnel
between two malicious nodes, often two attackers [01, 03].
To fend off the Wormhole attacks some authors proposed
to use the concept of Hop-count Analysis. In this
mechanism, a route which has a low or high hop counted is
considered to be nonusable. A so low hop counted can
imply an attack of wormhole; while a high hop can also
slow down the transmission. The protocol Multipath Hop-
count Analysis (MHA) implements this mechanism and
also protocol AODVWADR (AODV Wormhole Attack
Detection Reaction) [12, 13].The clustering consists in
dividing the network clusters with for each one a head and
members. When a node in the ith cluster suspects an attack
wormhole of the layer 1 in the cluster, it informs the head
of the ith cluster. The heads of the clusters of the layerl
inform its members respectively. This mechanism is
implemented in the protocol in AODV [14]. The packet
leash which can be geographical which ensures that the
recipient of the packet is in at certain distance from the
sender or temporal who ensures that the packet has a
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superior i.e. sender node which deals the time to live. The
protocols LAR (Location Aided Routing) and
AODVWADR (AODV Wormhole Attack Detection
Reaction) implement this mechanism [01, 11] and also the
directional antennas (Directional antenna) which consists in
using the direction of the packets of arrival to detect if the
packets come from their own neighbors. This solution is
implemented in DREAM (Distance Routing Effect
Algorithm for Mobility [15].

Rushing attack: this consists in much rather sending
requests for routes (RREQs) to the receiver than faster,
than other requests routes coming from other intermediate
nodes. There is a probability of forcing the routes to pass
by him [01, 03]. To solve these types of attacks some
solutions were proposed among which we can randomly
quote the concept of selection (randomized selection)
which consists in admitting a random selection of the
messages of route request. Thus a node waits until
collecting a threshold number of route requests. According
to this number of collected requests, the node can randomly
choose a request to transfer among the received requests.
The authors proposed to implement it under DSR [11].
There is also the Detection of sure neighbour (Secure
Neighbour Detection) who allows each node to check that
the other neighbour is with the maximum range of
transmission. It is carried out by the observation of the
challenge response delay to evaluate the distance to a node
and to check if the node can be a neighbour. In other it
exists solution called delegation of route sure (Secure road
Delegation) which makes it possible each node to check
that all the stages of detection of vicinity were carried out
between any pair of adjacent nodes, i.e. to check that nodes
are indeed neighbours. A delegation route message is
exchanged (Route Delegation / Accept). This mechanism is
implemented in RAP (Rushing Attack Prevention) [11].

The selfish attack: consists in not collaborating for the
good performance of the network. We can identify two
types of nodes which do not wish to take part in the
network. Defective nodes i.e. do not work perfectly. Those
which are malevolent, it is those which intentionally, try to
tackle the system: attack on the integrity of the data, the
availability of the services, the authenticity of the entities
(denial-of-service, interception of messages, usurpation of
identity, etc). Selfish nodes are entities economically
rational whose objective is to maximize their benefit. To
prevent the selfish nodes some solutions were proposed.
Among these we have a solution based on the Negative
Selection Algorithm (NSA). It’s based on the principles of
the discrimination of self or no self in the immune system
(to define it to oneself like a collection S of elements in a
characteristic space X, a collection which needs to be
supervised) [21]. The detection of anomaly aims at
distinguishing a new model like part of self or no-self,
given a model of system of self [21]. Structured GA (SGA)
is a type of evolutionary algorithm which incorporates the
redundant genetic material, which is controlled by a
mechanism of gene activation. It uses the multi-layer
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genomic structures for its chromosome i.e. all the genetic
material (expressed or not) is structured in a hierarchical
chromosome. The activation and deactivates mechanism
these coded genes. This solution is implemented in AODV
[21].

A solution based on the reputation (CORE and
CONFIDANT) which consists in collecting information on
an old behaviour of the tested entity by others [08, 09, 10].
A solution based on the payment (Nuglet) which requires
with nodes which benefit from the resources of the network
(transmitters and/or receivers) to pay” service providers”
(intermediate nodes) [09, 10] and a solution based on the
localization (directional antennas).

Sleep deprivation: consists to make a node to remain in a
state of activity and to make him consume all its energy
[04]. To fend off the sleep deprivation we have recourse to
some solutions. One which is based on the selection of
advised energy and which takes into account the energetic
considerations in the choice of the best route. Each node
calculates its own energetic statute and declares an
appropriate prediction. The choice of the prediction is
based over the capacity of the battery and the lifetime
envisaged of a node. The relationship between real and
initial energy of a node is used to measure the capacity of
battery. This mechanism is implemented in protocol
EEAOMDV: Energy Efficient Ad hoc One Demand
Multipath Outdistances Vector Routing Protocol [22].

One which is based on the effective Energy for the routing;
it requires a dynamic commutation on the states of the
nodes between the sleep mode and the active mode. The
nodes enter these states with fixed intervals in order to
ensure the forwarding of the messages successfully; the
active nodes can retransmit messages some times before
the node of destination is in listening or activity. This
mechanism is implemented in BECA: BASIC Energy
Conserving Algorithm [23].

One which is based on PARO (control of power of the
routing) which is a technique of control power routing for
MANETs where all nodes are located in the maximum
range transmission of the one another i.e. energy depends
on the distance which separates the source and the
destination [24]. The solution which is based on PAA
(Alternation of the control power) consists in eliminating
the network activity for a group of nodes during some
period in order to preserve their energy and to keep their
presence in the network by a delegation [25].

Location disclosure attack: consists in revealing
information on the position of intermediate nodes or the
structure’s network [26]. To prevent the attacks of location
disclosure the algorithm named RNI: Random Node
Identification is proposed. It is based on the use for a
random identify of node to dissociate true identifying node
of the information’s site. The authors proposed to
implement the solution of the RNI in protocol AODV (Ad
hoc One-demand Outdistances Vector) [04].

Overflow routing tables: consists of malicious nodes to
cause the overflow routing tables of nodes being used as
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relay [04]. To fend off this attack the named solution Trust
evaluation was proposed. It’s based on the evaluation of
confidence to ensure a secure routing in MANETS. The
success of a communication through a node will increase
the index of confidence of this node and the failure by this
node will decrease the index of confidence. If this value
reaches zero this node is registered in a blacklist and we
inform the other neighbors. TRP (Trust-based Routing
Protocol) implements this solution [20].

Ad hoc flooding attack: This makes it possible for an
adversary to carry out DoS by saturating the support with a
quantity of broadcasting messages, by reducing the output
of nodes, and in the worst case, to prevent them from
communicating [28]. To prevent saturation on the level of
nodes two principal approaches were proposed. An
approach based on the Relationship, in this mechanism, all
the nodes in an ad hoc network are classified by categories:
friends, knowledge or foreigners, based on their
relationship with their neighbour nodes. During the
initialization of the network all the nodes will be foreigners
between them. A confidence estimator is used in each node
to evaluate the degree of confidence of his neighbours. This
solution is implemented in protocol AODV) [29].

An approach based on the virtual currency which uses the
concept of credit or micro payment to compensate for the
node service [20]. An approach based on the method of
neighbour suppression (FAP). When the attacker diffuses a
large number of RREQ packets, the neighbour nodes to the
attacker record the rate of requests for routes. Once the
threshold is exceeded, the neighbour nodes deny all the
future packets of request of the attacker.

Replay attack: which consists in propagating the old
routing messages, which do not reflect current topology, in
the network to affect routes? To prevent this attack type the
mechanism of Sequence Number was proposed and they
make it possible for distinction between the old and the
new transmitted packets. DSDV (Dynamic Destination
Sequence Distance Vector) and AODV (Ad hoc On
demand Distance Vector) implement the mechanism [01].

They are many attacks and the protocols which implement
these above mentioned mechanisms do not resist with these
types of attacks. The following table recapitulates the
advantages and the disadvantages of the countermeasures
proposed to fend off the attacks in the routing protocols of
MANET.
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Table 1: table recapitulates the advantages and the
disadvantages of the protocols

Attacls and protocols

Attacks MMechanisms | Frotocols Advantages disadvantazes
- Hooding of e
bandwidh owed woseada
FRelatiomhip allows w0 bodld wom pads Tasge g of mezoge
snhanced ED3R (Relatiomhip 10 dmcreass i wm dagme
Elackhbale enhanced DER protecd - Tis patis of e lagime
artack mindles racandy come wil
[y ——
DFEAODY: Dewcten. | - Tsclaeda :nah:w_.s:-o-&
Threzheld of Freveniion and Feacte Srace o the comind A maficious oode o
zegqoence mumb AOQDY rackages detherately sand a cominod
T - Radipction of fhe sogling | package i wolee a
Joad owed o the Jegitimaie gode
blocking replavs of the
maFcdoms nodes
Escourage te Ervasding of | - Bad bebavicraocmsadty a
Warchdez SWAN : iz mmmssages svend ey we | oplicioos node B
Secure Watchdes for maficions 1o avedd dhe Hadk
mabile Adbor Nemark | G - Two malicioss nods can
cooperans
Pathrater -
- probilam of moage
TFata Toomng Toaoe e ORBCInEOnE 1| e DaBchm noe o |
infermation AOQDV : Ad ber On- Bave a good hebonior for ke dhe somting coerecthy
tahle demand Distance Veowr | formarding e rasing and dnvent e padkages of
packages not ol ooamides daa
Creaz checlang 33 merelatle
“SIHCA: MIalpaih Hep-
Wermbsle | Hopcount count Ansh=iz radooe io theminimen dhe | Possbiliy of choosing a
attack Amnahri wriilization rate of wo=mhole smonsde whhch coniaies an
AOD‘. - -\DR -‘JJIﬁ. oo afacker aeatnga
Warmbele Armc blackhole amack
Deetection Rraction
Torce e woembol nods w0 | - 2 bas ol enesgy omedn
AOCDV Torwand the mesoages i omder | dhe comtiowous mooiorkg
chtering o baves'ta Ap winch oetEork
ovescomes the thrachold wie | - Coosampion of e
defined by de monioring mamcry and CPU
oode resomrces ovnd w0 e
ey cadosleions sake
for de comirol moages
- totad dysfonction of e
oeieork 0 caze of sack
o breakdomn ofthe g
mode o the bead chuser
e
==k — e T ST —TE Eave S
eographkical dimance taithe moazm i | clocks
LAR - amthorized %o aross Incedario
Teazhtemperal| Lecation-Aided e 2t 10 reject cortain
Feuting packages
RERET -%0 svatoat TeosEthOT | . ien ene meade
cotenna mﬁnmc d;_c_];’:ﬂ'-‘: iy otwackes the calomlation of
<t - Ey 5 :
Algeritiom for Mebility | - seducs S oot e damone ol
Fwhinz T | Tl - chooss e good rame - chocss e mgenel
wttack selectisn To impkmentationin | reques emicioms
DSE - capaciy of morage
- commmemption of sty
Secure - oo e neighices - dirEncSon batrreen e
Neighbar cornapn modes and de
Dietection FAF: - dewcithe Blve declarmions | ofbers
ERmhins Attack
Trrms romis | Frevention - oocspation of bandwist
Dielegation
Rezarme
Sef:nm! 2 wame of snargy omred 1o
Alzorithm - allow: dhe desection of e he comimons monfioring
change namek
Enomal: [ dvsfaoction of the orteodk
Deteciion ~favcmned fhe collaboraion of | #0 case of asackor
The z=lfEh AOCDY e oodes by the descsion of | breabdown of the graedc
attack S=oex mods
sirociured GA
TWatchdez CORE - Torce fhencde 1o hove wel] | - detincSon betereen e
beaviors with e Fomem in emefial packages
onder ood 1o Joss dheir - Tero malicaous oodes can
——— cooperate
CONFIDANT - encomam e nodks i - frequen: dmmcion in
Feputation cooperae CONFIDANT
B - Foevrasding e mokazasty
Corremcv the maficioms nodes
- = TE: somce thoal
oversstimase de oumbarof
Nugleiz - disconrage sendng sodess | moglei
mezzages - T intesmadiate node
- %0 off-toad e notodk can deny the formarding
- availabiliny of bandw=idd zEevicE
Dhare<iemal - 50 amme the declaraican of
entemna LAR : neighhors obsmcles the pomer ofthe
Lacation-Aided - Tt o eneamy efficianthy amesmas will be dbla o
Feuting -redoce e collisions decrsazs cmminzan
anersation of he sipnal
Foerer FEXURITN . Foragy —Dechrases & ow
Sleep Efficient Efficient Ad Hoc On - allormred 1o choose the bast prediction in ceder 1o
Depriveton Diemand Multiparh omes pressrve s anergy Beix
Diztamce Vectar - o e
Protacsol - declarasion of kigh

-0 balance the commmmption
of nodal emeay

predicsion o be
comsidered a5 rediable

camsing an afiack
Elackhale

1428

- allows e oodes whachime | - Sradmz meznges o2
Epergy- EECA : Bazik Epergy- a Bmied amiomonmy of Imgitiomie oode k-ﬂn.'.\o
Comerving Comerving Alzerithm eoesEy 10 Fai0 mone ey
The
meszages engeoders 2
satmrafion of the adsidt
- An oveshoad of the
Dermork
Pewer Aware FARD : - allows the nodes winch kne | - an elecesd node canbe
Feuting Power Aware Reounting | 2 Emied awcocany of ssargy | amaciksd by 2 malicioss
0 Fain more enangy mode
- ke 2 choice afsare - overload of neteoek
oeighbors - redace dheavailahle
Tandeidd
Alieranatien of - SV 0D SmenEy - Emfed cagacty of sioag
ihe nec iy PAA - nadnce the machanos - 2 maficions oode can ako
and Power Aware - seduction of fhe Joss stod REJECT mesmags
warking perid | Alternation packages omnd e simmof the | - wase of ey
with the DaTEoTE
ppeTheurs
—Eemr ool
Lecalzom A malicions nods camot
[P T— § show e chaange of RNI - wagme of sneagy ovnd e
ENI: Random | Propesed to modify oods processiog Sme
artack Nade AOQDY -
Ldemtification Ad o Op-demand
Distance Vecrar
Trmt TEF -Trmi-hazed - folaie e cnloowm oodess | - de poiecnlly maficoos
ahuati FReunting Protecel sodes wihich $id oot lve
Overflow = e - ehmimie fhe Boiilions loowledge on the otber
decliration o modes, with time they w=ill
Inorer =ach ofver e and
moge
= the node which hox been
Fast comnecied camoot proft
Fircem s o
e Bucdingef | i seddemeeg
. . - byt e = rie and e weag
Adhec Eelatiambip BREQ © indicas e mEstages
flooding AODYV fhreshold vatoes - 2 high peobatitiny of
. - fawcured dhe cooparain | otw oodes G0 becomsilr
sttack of maficions nodes asamaches
Wirtoal -dncourages T seodng - a maficions oods oo B
carrency Nugleiz azeless mesmage address of legiiamie mde
- off-Joad fhe permodk in onder 1o be ooosidarad 2
- avadhabiliny of bandwidd Jagiimase
- fhe node of fhe oo
periphary will hae Jass
chance 5o e revrandad
Toppreagen ~ 3% oot Poodias B oeas | - peotem ol momae
neighbenr of mezsages - probiem of tme oeed the
FAP : Flooding Attack | - avadabdlity of ostwodk comsataton of bl
Freveniion icreasiog e baateidh
The following table recapitulates the protocols and the

attacks which the protocols can counter

Table 2: table recapitulates the protocols and the attacks
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I1l. DiscussION

The world needs more and more mobility, the access and
the sharing of information. This mobility materializes by
the miniaturization of the peripherals (PDA, digital camera,
mobile phone.). This equipment is characterized by modest
computing capacities and storage and also their energy
autonomy etc. In the ad hoc networks the intermediate
nodes are of use bridges or relay for the other mobile nodes
of the network. The routing problem in the ad hoc networks
is the most difficult challenge to realize, because it is to
find the optimal multi-hops route which connects two any
nodes of the network. This routing is thus a problem of
optimization under constraints of which we can quote the
changes of topologies and the volatility of the links, the
limited capacity bandwidth, the batteries level energy, etc.
However, it arises a problem of adaptation, routing
methods of the data i.e. the routing necessary to forward
the packets from a point to another point of the network,
which is due to the miniaturization and the mobility of the
equipment that composes these networks. This routing
protocols adaptation used with a great number of existing
units in an environment characterized by modest computing
capacities and backup creates security holes. It’s very
important in the future to propose analytical models and
simulation cases to see the impact of the attacks

IV. CONCLUSION

To resulting from our work we had specificities of the ad
hoc mobile networks, the problems of security of routing
protocols in these networks. We presented several
alternatives of attacks met in MANETS, their operating
process thus the mechanisms used and the protocols which
implement them to counter these attacks. The advantages
and the disadvantages of all these mechanisms
recapitulated in the table.
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