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Abstract: The present work is dedicated to study attacks and countermeasures in MANET. After a short introduction to what 
MANETs are and network security we present a survey of various attacks in MANETs pertaining to fail routing protocols. We 

also present the different tools used by these attacks and the mechanisms used by the secured routing protocols to counter 

them. Our work ends with a table which summarizes the advantages and the disadvantages of the mechanisms proposed were 

presented.  
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I. INTRODUCTION 

We have witnessed an exponential deployment of the 

spontaneous networks thanks to the emergence of new 

technologies wireless and, and also to the increasing 

availability of advanced and autonomous terminals 

(telephones, PDAs). An Ad hoc network constitutes a 

regrouping of a large population of portable calculating 

units (laptops, PDA) inter-connected by a wireless 

technology, moving in an unspecified territory, forming a 

decentralized network, without fixed infrastructure. 

This network is usually characterized by a dynamic 

topology, a limited bandwidth, energy constraints, the 

heterogeneity nodes, and a limited physical security. The 

applications having recourse to the ad hoc networks cover a 

very broad spectrum. For example in the tactical 

applications (fires, flood, etc.), in the soldier’s field, in the 

monitoring systems, and the world of transport [1]. 

The problem of the MANET is how to find the investment 

of lower costs in rated capacities and reserves which ensures 

the routing of the nominal traffic and guarantees its 

reliability in the event of any breakdown of arc or node. 
That’s why several families routing protocols emerged. 

Each protocol can be classified as a reactive like AODV 

(Ad hoc One Demand Distance Vector) and DSR (Dynamic 

Source Routing), proactive like OLSR (Optimized Link 

State Protocol), or hybrid like ZRP (or Routing Protocol 

Zones) [1]. 

In spite of the evolution of the ad hoc mobile networks 

during the last decade it still problems related security 

which remain unsolved. Although some solutions were 

proposed none of them can’t satisfy all the constraints on 
the ad hoc networks. 

II. ATTACKS ANALYSIS AND COUNTERMEASURE 

IN ROUTING PROTOCOL OF MOBILE AD HOC 

NETWORKS 

An attack is an action which aims at compromising the 

security of the network. The attacks of security can be 

classified in two categories according to nature of the 

attacker: Passive Attacks: the attacker can only listen 
clandestinely or monitor the traffic of the network. 

Typically it is the easiest form of the attack and it can be 

accomplish without difficulty in many environments of 

network management, for example the emission networks 

such as Ethernet and the wired networks. In the case of the 

active attacks, the attacker can not only listen the 

transmission but can also actively change it or block it. 

They are many and varied in these MANET. 

 

Blackhole attack: consists in dropping some routing 

messages that node receives [01, 02, 03, 04, 05]. It was 
declined in several particularity alternatives, having 

different objectives, among which we can quote: 
 Routing loop, which makes it possible for a node to 

create loops in the network; 

 Grayhole, which lets pass only the packages of 

routing and diverts the data; 

  Blackmail, which makes it possible for a node 

attacker to isolate another node. 

Several solutions exist to counter these types of attacks, 

among which we name the technical estimate relation. In 
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this mechanism the authors classified the relation between 

the nodes and their neighbours in three cases: Unknown 

(node X sent forever (received) of messages to (from) the 

node y and the probability of the malevolent behaviour are 

very high), acquaintance (node X sent (received) some 

messages to (from) the node y and the probability of the 

malevolent behaviour must be observed) and Friend (node 
X sent (received) in abundance of the messages to (from) 

the node y and the probability of the malevolent behaviour 

is too small. This mechanism is implemented in the routing 

protocol RDSR (Relationship enhanced DSR protocol) 

[06]. 

The Threshold of sequence number consists in performing 

a check to find if RREP seq no is higher than the threshold 

value. The threshold value is dynamically updated in each 

interval of time. As the value of RREP seq no proves 

higher than the threshold value, one suspects the node to be 

malicious and adds it to the black list. This mechanism is 

implemented in the routing protocol DPRAODV 
(Detection, Prevention and Reactive AODV) [21]. 

The Watchdog or monitoring (watchdog) is a solution 

which makes it possible to identify malicious nodes. The 

Watchdog assigns positive values with a node which 

successfully forwarded packages and a negative value after 

a threshold level of bad behaviour was observed. It’s 

implemented in SWAN (mobile Secure Watchdog for Ad 

hoc Network) [14]. Pathrater which makes it possible the 

protocol to avoid nodes corrupted register in a black list 

[14]. 

The DRI or the data table of information’s routing which is 
used to identify nodes of cooperative blackhole, it consists 

in adding two additional bits of information. These bits 

have as values 0 for ”FALSE” and 1 for” TRUE ” for 

intermediate nodes answering the RREQ of node source, 

AODV implements this mechanism [22,23]. The Cross 

checking solution which consists in hoping on reliable node 

(nodes by which node source has forwarded the data) to 

transfer from the packets of data [22, 23]. 

 

Wormhole attack: this consists in putting a tunnel 

between two malicious nodes, often two attackers [01, 03]. 

To fend off the Wormhole attacks some authors proposed 
to use the concept of Hop-count Analysis. In this 

mechanism, a route which has a low or high hop counted is 

considered to be nonusable. A so low hop counted can 

imply an attack of wormhole; while a high hop can also 

slow down the transmission. The protocol Multipath Hop-

count Analysis (MHA) implements this mechanism and 

also protocol AODVWADR (AODV Wormhole Attack 

Detection Reaction) [12, 13].The clustering consists in 

dividing the network clusters with for each one a head and 

members. When a node in the ith cluster suspects an attack 

wormhole of the layer 1 in the cluster, it informs the head 
of the ith cluster. The heads of the clusters of the layer1 

inform its members respectively. This mechanism is 

implemented in the protocol in AODV [14]. The packet 

leash which can be geographical which ensures that the 

recipient of the packet is in at certain distance from the 

sender or temporal who ensures that the packet has a 

superior i.e. sender node which deals the time to live. The 

protocols LAR (Location Aided Routing) and 

AODVWADR (AODV Wormhole Attack Detection 

Reaction) implement this mechanism [01, 11] and also the 

directional antennas (Directional antenna) which consists in 

using the direction of the packets of arrival to detect if the 

packets come from their own neighbors. This solution is 
implemented in DREAM (Distance Routing Effect 

Algorithm for Mobility [15]. 

 

Rushing attack: this consists in much rather sending 

requests for routes (RREQs) to the receiver than faster, 

than other requests routes coming from other intermediate 

nodes. There is a probability of forcing the routes to pass 

by him [01, 03]. To solve these types of attacks some 

solutions were proposed among which we can randomly 

quote the concept of selection (randomized selection) 

which consists in admitting a random selection of the 

messages of route request. Thus a node waits until 
collecting a threshold number of route requests. According 

to this number of collected requests, the node can randomly 

choose a request to transfer among the received requests. 

The authors proposed to implement it under DSR [11]. 

There is also the Detection of sure neighbour (Secure 

Neighbour Detection) who allows each node to check that 

the other neighbour is with the maximum range of 

transmission. It is carried out by the observation of the 

challenge response delay to evaluate the distance to a node 

and to check if the node can be a neighbour. In other it 

exists solution called delegation of route sure (Secure road 
Delegation) which makes it possible each node to check 

that all the stages of detection of vicinity were carried out 

between any pair of adjacent nodes, i.e. to check that nodes 

are indeed neighbours. A delegation route message is 

exchanged (Route Delegation / Accept). This mechanism is 

implemented in RAP (Rushing Attack Prevention) [11]. 

 

The selfish attack: consists in not collaborating for the 

good performance of the network. We can identify two 

types of nodes which do not wish to take part in the 

network. Defective nodes i.e. do not work perfectly. Those 

which are malevolent, it is those which intentionally, try to 
tackle the system: attack on the integrity of the data, the 

availability of the services, the authenticity of the entities 

(denial-of-service, interception of messages, usurpation of 

identity, etc). Selfish nodes are entities economically 

rational whose objective is to maximize their benefit. To 

prevent the selfish nodes some solutions were proposed. 

Among these we have a solution based on the Negative 

Selection Algorithm (NSA). It’s based on the principles of 

the discrimination of self or no self in the immune system 

(to define it to oneself like a collection S of elements in a 

characteristic space X, a collection which needs to be 
supervised) [21]. The detection of anomaly aims at 

distinguishing a new model like part of self or no-self, 

given a model of system of self [21]. Structured GA (SGA) 

is a type of evolutionary algorithm which incorporates the 

redundant genetic material, which is controlled by a 

mechanism of gene activation. It uses the multi-layer 
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genomic structures for its chromosome i.e. all the genetic 

material (expressed or not) is structured in a hierarchical 

chromosome. The activation and deactivates mechanism 

these coded genes. This solution is implemented in AODV 

[21].  

A solution based on the reputation (CORE and 

CONFIDANT) which consists in collecting information on 
an old behaviour of the tested entity by others [08, 09, 10]. 

A solution based on the payment (Nuglet) which requires 

with nodes which benefit from the resources of the network 

(transmitters and/or receivers) to pay” service providers” 

(intermediate nodes) [09, 10] and a solution based on the 

localization (directional antennas). 

 

Sleep deprivation: consists to make a node to remain in a 

state of activity and to make him consume all its energy 

[04]. To fend off the sleep deprivation we have recourse to 

some solutions. One which is based on the selection of 

advised energy and which takes into account the energetic 
considerations in the choice of the best route. Each node 

calculates its own energetic statute and declares an 

appropriate prediction. The choice of the prediction is 

based over the capacity of the battery and the lifetime 

envisaged of a node. The relationship between real and 

initial energy of a node is used to measure the capacity of 

battery. This mechanism is implemented in protocol 

EEAOMDV: Energy Efficient Ad hoc One Demand 

Multipath Outdistances Vector Routing Protocol [22].  

One which is based on the effective Energy for the routing; 

it requires a dynamic commutation on the states of the 
nodes between the sleep mode and the active mode. The 

nodes enter these states with fixed intervals in order to 

ensure the forwarding of the messages successfully; the 

active nodes can retransmit messages some times before 

the node of destination is in listening or activity. This 

mechanism is implemented in BECA: BASIC Energy 

Conserving Algorithm [23].  

One which is based on PARO (control of power of the 

routing) which is a technique of control power routing for 

MANETs where all nodes are located in the maximum 

range transmission of the one another i.e. energy depends 

on the distance which separates the source and the 
destination [24]. The solution which is based on PAA 

(Alternation of the control power) consists in eliminating 

the network activity for a group of nodes during some 

period in order to preserve their energy and to keep their 

presence in the network by a delegation [25]. 

 

Location disclosure attack: consists in revealing 

information on the position of intermediate nodes or the 

structure’s network [26]. To prevent the attacks of location 

disclosure the algorithm named RNI: Random Node 

Identification is proposed. It is based on the use for a 
random identify of node to dissociate true identifying node 

of the information’s site. The authors proposed to 

implement the solution of the RNI in protocol AODV (Ad 

hoc One-demand Outdistances Vector) [04]. 

Overflow routing tables: consists of malicious nodes to 

cause the overflow routing tables of nodes being used as 

relay [04]. To fend off this attack the named solution Trust 

evaluation was proposed. It’s based on the evaluation of 

confidence to ensure a secure routing in MANETs. The 

success of a communication through a node will increase 

the index of confidence of this node and the failure by this 

node will decrease the index of confidence. If this value 

reaches zero this node is registered in a blacklist and we 
inform the other neighbors. TRP (Trust-based Routing 

Protocol) implements this solution [20]. 

 

Ad hoc flooding attack: This makes it possible for an 

adversary to carry out DoS by saturating the support with a 

quantity of broadcasting messages, by reducing the output 

of nodes, and in the worst case, to prevent them from 

communicating [28]. To prevent saturation on the level of 

nodes two principal approaches were proposed. An 

approach based on the Relationship, in this mechanism, all 

the nodes in an ad hoc network are classified by categories: 

friends, knowledge or foreigners, based on their 
relationship with their neighbour nodes. During the 

initialization of the network all the nodes will be foreigners 

between them. A confidence estimator is used in each node 

to evaluate the degree of confidence of his neighbours. This 

solution is implemented in protocol AODV) [29].  

An approach based on the virtual currency which uses the 

concept of credit or micro payment to compensate for the 

node service [20]. An approach based on the method of 

neighbour suppression (FAP). When the attacker diffuses a 

large number of RREQ packets, the neighbour nodes to the 

attacker record the rate of requests for routes. Once the 
threshold is exceeded, the neighbour nodes deny all the 

future packets of request of the attacker. 

 

Replay attack: which consists in propagating the old 

routing messages, which do not reflect current topology, in 

the network to affect routes? To prevent this attack type the 

mechanism of Sequence Number was proposed and they 

make it possible for distinction between the old and the 

new transmitted packets. DSDV (Dynamic Destination 

Sequence Distance Vector) and AODV (Ad hoc On 

demand Distance Vector) implement the mechanism [01]. 

 
They are many attacks and the protocols which implement 

these above mentioned mechanisms do not resist with these 

types of attacks. The following table recapitulates the 

advantages and the disadvantages of the countermeasures 

proposed to fend off the attacks in the routing protocols of 

MANET. 
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Table 1: table recapitulates the advantages and the 
disadvantages of the protocols 

 

 

 

 
 

The following table recapitulates the protocols and the 

attacks which the protocols can counter 
 

Table 2:  table recapitulates the protocols and the attacks 
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III. DISCUSSION 

The world needs more and more mobility, the access and 

the sharing of information. This mobility materializes by 
the miniaturization of the peripherals (PDA, digital camera, 

mobile phone.). This equipment is characterized by modest 

computing capacities and storage and also their energy 

autonomy etc. In the ad hoc networks the intermediate 

nodes are of use bridges or relay for the other mobile nodes 

of the network. The routing problem in the ad hoc networks 

is the most difficult challenge to realize, because it is to 

find the optimal multi-hops route which connects two any 

nodes of the network. This routing is thus a problem of 

optimization under constraints of which we can quote the 

changes of topologies and the volatility of the links, the 

limited capacity bandwidth, the batteries level energy, etc. 
However, it arises a problem of adaptation, routing 

methods of the data i.e. the routing necessary to forward 

the packets from a point to another point of the network, 

which is due to the miniaturization and the mobility of the 

equipment that composes these networks. This routing 

protocols adaptation used with a great number of existing 

units in an environment characterized by modest computing 

capacities and backup creates security holes. It’s very 

important in the future to propose analytical models and 

simulation cases to see the impact of the attacks  

 

IV. CONCLUSION 

To resulting from our work we had specificities of the ad 

hoc mobile networks, the problems of security of routing 

protocols in these networks. We presented several 

alternatives of attacks met in MANETs, their operating 

process thus the mechanisms used and the protocols which 

implement them to counter these attacks. The advantages 

and the disadvantages of all these mechanisms 
recapitulated in the table. 
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