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Abstract: Cryptography is the combination of Mathematics and Computer science. Cryptography is
used for encryption and decryption of data using mathematics. Cryptography transit the information in
an illegible manner such that only intended recipient will be able to decrypt the information. In the

recent years, researchers developed several new encryption methods.

Among such ElGamal

encryption is the one laid a concede platform for the researchers in Cryptography. Ever science
several mathematical models were applied for encryption/decryption. In this paper, we introduced an
ElGamal encryption, which uses points on the elliptic curve, and finite state machines and adjacency

matrix.
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I.  Introduction:
In the year, 1985 Victor Miller and Neal
Koblitz first introduced the Elliptic curve
cryptography. Elliptic curve cryptography has
proven its security by with standing to a
generation of attacks. In the recent years, as
the wireless communication has grown
rapidly, the numerous companies have adopted
Elliptic curve cryptography as an innovative
security technology. Elliptic curve employs a
relatively short encryption key and the shorter
key size is faster and requires less compelling
power than the other. Elliptic curve
cryptography encryption key provides the
same security as ‘1024’-bit RSA encryption
key [1][2][3][4][8].
In general, cubic equations for elliptic curves
take the following form, known as Weierstrass
equation[5]:
yZ+oxy +hy =x®+ix* + jx+k
Where g,h,i,j,k are real numbers and X,y take
on values in the real numbers. For our purpose,

it is sufficient to limit ourselves to equations of
the form y> = x>+ gx+h
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where x,y,0,h belong to R, Q, C or Fp. Also
include in the definition of an elliptic curve is
a single element denoted by O and called the
point at infinity or the zero point. There is also
a requirement that the discriminant

A =4g° +27h? = 0[4][5].

Il.  The EIGamal Cryptosystem:

Two communicating parties ‘A’ and ‘B’
initially agree upon the Elliptic curve

E,(x,y) and p is sufficiently large prime
number and (x,y) is the point on the Elliptic
curve. For secure communication over

insecure channels both A and B fix a point
C(Xy,y1)- A initially selects a private key ‘Ka’

and generates the public key P, =K, xC.
Next ‘B’ selects a private key Kg and
generates the public key Py = K; xC. Now

A wants send a message M to B for this
purpose A choose a random integer ‘n’ now A

encrypts M as CT, ={nC,M +nP;}and
sends to B.
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Then ‘B’ decrypts the CTp, as

M +nP;, —K;(nC) =M +n(K;C) - K;(Cn)

= M[12].

I, Finite state Machine:

Automata theory is a key to software for
verifying systems of all types that have a finite
number of distinct states, such as
communication protocols or protocol for
secure exchange of information. Finite state
machines (FSM), also known as finite state
automation (FSA), at their simplest, are
models of the behaviours of a system or a
complex object, with a limited number of
defined conditions or modes, where mode
transitions change with circumstance[6][7].

A deterministic finite automation (DFA) is a

quintuple M =(Q, 2., q,,5, F), where

« Qis afinite set of states.
% > is afinite set of input symbols.
% (o is the start state indicated by an
arrow —.
% o0 is a transition  function
5:QxX—>Qie, 5(q,,a)=0q, €Q.
% F cQ isafinite set of final states.
Generally the input symbols of . are either
letters or digits. i.e., > ={a,b} or {0,1} and

" is the set of strings formed out of 3.
Sometimes we refer strings as languages also.
We say that a string x is accepted by a DFA if
0(g,,X) € F. The set of languages accepted
by a DFA ‘M’ is denoted by L(M). In a DFA
there will be only one transition out of each
state on the same input symbol. The
nondeterministic finite automation (NDFA) is
also a mathematical model M =(Q, %, 5,q,,F)

where Q,>,q,,F areasin DFA except J,is a
transition function from QxY" — Q.In NDFA
there may be Moore machine is a sixtuple
M =(Q,2,d,A,4,q,) Where Q,2,5,q, are

as before and A is a output function and A is
the set of output symbols. In a More machine
the output depend on the transition.

Start 0”7\ 1 /N1 [
(oo J—(@ —e

Figl.1 - Noore machine with residue mod4

Transition table, as well as transition diagram
can also represent Moore machine.

In this paper, consider Moore machine, which
calculates residue mod4.

IV.  Adjacency matrix:
Let G=(V,E) be a simple directed graph

where V ={v;,v,,V;,.....v, } be the set of
nodes and E is the set of edges. Then

A=[a]. = 1 if (v,v;)eE
S T g otherwise

The adjacency matrix is a Boolean matrix as
the entries are 0’s or 1°s.

The number elements in the ith row whose
value is 1 in a column, say the ™ column, is
equal to the indegree of the node v; an
adjacency matrix completely defines a simple
digraph.

al az

a3 a4
Figure 1.2 Simple graph
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The entries along the principal diagonal of B
are all 0’s if and only if the graph as no self
loops. A self-loop at the ith vertex corresponds
to Xi]:l.

The definition of adjacency matrix makes no
provision for parallel edges. This is why the
adjacency matrix B was defined for graphs
without parallel edges.

If the graph has no self-loops the degree of a
vertex equals the number of 1’s in the
corresponding row or column of B.

V. PROPOSED ALGORITHM:
Alice wants to send the message to Bob using
elliptic curve ElGamal encryption by using
adjacent matrix. Alice chooses the elliptic

curve Y2 = x° 4+ gx + h over the field z,.

Choose the point G on the elliptic curve. Alice
selects a private key ‘a’ and generates the
public key A=‘aG’ and Bob selects a private
key ‘b’ and generates the public key B= ‘bG’.
Encryption:

Step 1: Alice chooses a random integer k, and
keeps it secret.

Step 2: Compute kG.

Step 3: Alice selects the Bob’s public key
B =bG.

Step 4: Compute kB=k(bG) =1.

Step 5: Compute aB =a(bG) =m.

Step 6: Alice wants to send the message (¢; to

Bab.

Step 7: Alice wants to convert the message
into the points on the elliptic curve. She
chooses a point Q, which is the generator of
the elliptic curve. By using ASCII characters
of upper case letter into the points on the
elliptic curve.

A={1P,2P3P......ccc....... 255P}

B ={set of all ASCII characters }

Let
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Alice defines one to one correspondence
f:A— B by f(nP)=x,

Where n=12......... 255 and
X Xy, Xg e X,ss; arethe ASCII characters.

Step 8: To create 4x4 matrix with entries
are the points on the elliptic curve.

al a2 a3 a4

m, = 4 8 8a 8 | gndsoon
a9 a‘lO a'll a'12
a‘13 a'14 a15 a‘lG

additional which is obtained depending upon
the length of the message.

Step 9: Alice selects m, where‘s’ is the x-
coordinate of m and the binary value's’
is secret key.

Step 10: Alice define Moore machine with
input is secret key.

Compute

outputat gy, state.

0., =0, x[adjency matrix]
The resultant sets of points are

R={0, (X1, Y1) 02 (X2, ¥2): Qs (Xg, Y3)ornonn q; (X, i)
where i=1,2,3......

Step 11: ComputeC; =q; +1+m..

Step 12: Now Alice sends the encrypted
message (KG,C,) to Bob.

Decryption:

To recover the plain text g; from C;  Bob

should do following:

Step 1: First Bob selects the Alice public key
A=aG.

Step 2: Compute bA=b(aG)=m.

Step 3: Now Bob computes the inverse
element of b(aG) is - b(aG).

Step 4: Add - b(aG)to the second part of the
message: 0; + kbG+abG —abG =q, +kbG

Step 5: Multiply the Bob’s own private key ‘b’
with the first part of the message kG, we get:
kbG.

Step 6: Now Bob computes the inverse
element of kbG, which is —kbG.

Step 7: Bob adds -kbG to the second part of

the message: @, + kbG—-kbG=q;.
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Step 8: after decryption, the obtained points
arestored in 4x4 matrix.
9 04, 43 Q,
5 - s Os 07 O
L=
q9 qu qll qu
q13 q14 q15 qu
Step 9: Bob selects m, where‘s’ is the x-

coordinate of m which is the secret key and the
binary value‘s’ is input key.
Step 10: Now Bob multiplies g; with inverse

of key matrices ‘R’ and Bob applies the
reverse process and by using ASCII characters
of upper case letters, he can recover the
message.

EXAMPLE:

Alice wants to send the message to Bob using
elliptic curve ElGamal encryption by using
adjacency matrix. Alice chooses the elliptic

curve y° = x> —4 over the field Z,,,. Then

the points on the elliptic curve are
E={0,(1,57),(1,214),(2,2),(2,269),(5,11),(5,260
),(6,36),(6,235),(7,135),(7,136),.....

.............. (264, 174), (269,114), (269,157)}.
The number of points on the elliptic curve is
271 and the prime number is 271. Therefore
each point is a generator of an elliptic curve
E[9][10][11].

Choose the point G=(68,136) on the elliptic
curve. Alice selects a private key ‘a’=6, and
generates the public key A=‘aG’ =
6(68,136)= (85, 199) and Bob selects a
private key ‘b’=8, and generates the public
key B=‘bG’ =8(68,136)= (122, 259).

Encryption:

Step 1: Alice chooses a random integer k =4,
and keeps it secret.
Step 2: Compute
189).

Step 3: Alice selects the Bob’s public
B=bG= (122, 259).

kG= 4(68,136)= (250 ,

key
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Step 4: Compute kB=k(bG)=4(122 , 259)=
(132,248).
Step 5: Compute aB=a(bG)=6(122 , 259)=
(215,157)=m.
Step 6: Alice wants to send the message (; to
Bob.
Step 7: Alice wants to convert the message
into the points on the elliptic curve. She
choosesa point  Q=(172,240) which is the
generator of the elliptic curve. By using
ASCII characters, of upper letters into the
points on the elliptic curve.

| — 73(172,240) = (183, 38),

N — 78(172,240) = (69,18),

T — 84(172,240) = (126,260),

E — 69(172,240) = (225,189),

R — 82(172,240) = (168,235),

N — 78(172,240) = (69,18),

A — 65(172,240) = (64,246),

T — 84(172,240) = (126,260),

| - 73(172,240) = (183, 38),

O — 81(172,240) = (93,5),

N — 78(172,240) = (69,18),

A — 65(172,240) = (64,246),

L — 76(172,240) = (120, 261),

1—61(172,240) = (97,235),

2 —62(172,240) = (55,93),

3—63(172,240) = (256,259).

Then the points are

T ={(183, 38), (69,38), (126,260), (225,189),
(168,235), (69,18), (64,246), (126,260),
(183,38),(93,5), (69,18), (64,246), (120,261),
(97,235)(55,93)(256,259)}

Step 8: To create 4x4 matrix with entries
are the points on the elliptic curve.

(18338) (69,18) (126,260) (225.189)
| (168,235)  (69,18)  (64,246) (126,260)
'] (18338) (935)  (6918)  (64,246)

(120,261) (97,235) (5593) (256,259)
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Step 9: Alice selects m = (215157), where Step 10:  Alice define Moore machine with

s=215 and the binary value of 215 is input is secret key. And compute

11010111which is input key. k+1 =
qr X [adjency matrix]®Put dr+1 state

S. I/P | Previous | Preset | O/P n= Cipher text
No State | State O/P+1
1 |1 Qo o} 1 2 (182,258) (170,151) (260,66) (147,226)

(251160) (40,168) (36,168) (153.151)
(30,80)  (16412) (36103) (40,103)
(32100) (231,43) (228,71) (71,.244)

2 |1 | & |3 4 (142,258) (107,173) (173,23) (68,135)
(262132) (59,109) (64,25) (134,51)
(183,233) (64,25) (107,98) (93,266)
(123155) (48,205) (91,244) (246,38)

3 [0 o @ |2 3 (159162) (168,235) (153151) (60,268)
(139,33) (12212)  (1,214)  (120.10)
(230,198) (207,73) (228,200) (208,95)
(151,71) (35253) (17,64)  (56,2)

4 11 Ja a1 2 (132,248) (230,73) (40,103) (262,239)
(133176) (168,36) (22582) (38111)
(161,31)  (67,82) (109,244) (168,36)
(25170) (126,260) (258194) (119,60)

5 10 | 02 2 3 (170120) (135,222) (237,23) (38,160)
(229,51) (253111) (88101) (237,248)
(2,269) (156171) (12212) (85,199)
(30191) (228,71) (18213) (164.12)

6 11 |aq 01 1 2 (195,168) (194,141) (182,258) (256,12)
(228,71)  (4310)  (28,214) (134,220)
(1350 (212,199) (67,189) (40,168)
(161,31)  (36,168) (213,269) (192,116)

7l U 3 4 (123116)  (3518) (18593) (257,222)
(107,98) (221,210) (7,135) (260,205)
(229,220) (153151) (38160)  (15,98)
(242,214) (221,210) (167,18) (234,205)
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8 |1 |as U 3 4 (59109)  (168,36) (153120) (135,222)
(139,238) (122,259)  (L57)  (120,261)
(80,211)  (150,49) (69,253)  (60,3)
(5145)  (237,23) (135,222) (235,43)

Then the points are

R ={(59,109)(168,36)(153,120)(135,222)(139,238)
(122,259)(1,57)(120,261)(80,211)
(150,49)(69,253)(60,3)(51,45)
(237,23)(135,222)(235,43)}.
Step 11: Compute C, = q; +abG +kbG
C, = (59,109) + (132,248) + (215,157) = (49,207),
C, = (168,36) + (132,248) + (215,157) = (120,261),
C, = (153,120) + (132,248) + (215,157) = (156,100),
C, = (135,222) + (132,248) + (215,157) = (167,253),
C, = (139,238) + (132,248) + (215,157) = (230,198),
C, = (122,259) + (132,248) + (215,157) = (231,228),
C, = (1,57) +(132,248) + (215,157) = (83,100),
C, = (120,261) + (132,248) + (215,157) = (19,139),
C, = (80,211) +(132,248) + (215,157) = (205,64),
C,, = (150,49) + (132,248) + (215,157) = (95,210),
C,, = (69,253) + (132,248) + (215,157) = (226,61),
C,, = (60,3) +(132,248) + (215,157) = (179,51),

C,, = (51,45) + (132,248) + (215,157) = (105,73),

C,, = (237,23)+ (132,248) + (215,157) = (35,18),

C,. = (135,222) + (132,248) + (215,157) = (157,268)),
C,, = (235,43) + (132,248) + (215,157) = (119,60).

Stepl2: Now Alice sends the encrypted

message consisting of pair of points

{((250,189),(49,207))((250,189),(120,261)), ((250,189), (156,100))
((250,189),(167,253))(250, 189), (230,198))(250, 189), (231,228))
(250,189),(83,100))(250, 189),(19,139))(250, 189), (205,64))
(250,189),(95,210))(250, 189), (226,61))(250, 189), (179,51))
(250,189), (105,73))((250, 189), (35,18))(250, 189), (167,253))
(250,189),(119,60))}.

to Bob.

Decryption:

Bob applies the reverse process and recovers

the message “INTERNATIONAL123”.

VI.  Conclusions:

In the proposed work, the plain text is

converted to points on the elliptic curve by one

to one correspondence using ASCII characters.
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The encryption process uses the finite state
machines, adjacency matrices and the key
generation  process uses the ElGamal
encryption taking security, confidentiality, and
authenticity into consideration. The obtained
cipher text becomes quite difficult to break or
to extract the original information even if the
algorithm is known.
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