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Abstract: Personal Health Records (PHRs) is based on cloud virtual machine in web oriented application in
which the lifelong health data of patients are stored. In this paper, we present PHR Machines, a cloud-based
PHR system taking a radically new architectural solution to health record portability. In PHR Machines, health-
related data and the application software to view and analyze it are separately deployed in the PHR system.
After uploading their medical data to PHRMachines, patients will be able to access them again from remote
virtual machines that contain the right software to visualize and analyze them without any need for conversion.
Patients will be able to share their remote virtual machine session with selected caregivers. The person will need
only a Web browser to access the pre-loaded fragments of their lifelong PHR.
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I. Introduction

In a recent review paper, Kaelberet al. define a
Personal Health Record (PHR) as —a set of
computer-based tools that allow people to access
and coordinate their lifelong health information and
make appropriate parts of it available to those who
need itl. PHRs should be able to be accessed
everywhere, that is, it should be kept with the
patient and contain lifelong information about the
patient. PHRs should not be restricted by file
formats or other local issues . In other words, PHRs
are electronic health records (EHRS) that are owned
by patients. Unlike the hospitals‘Electronic

Medical Records (EMRs), which only contain
medical data generated within one specific hospital,
PHRs can be accessed by many hospitals. between
the EHR and the EHR system. The PHRMachines
architecture clearly separates PHR data from the
software to work with these data. This paper shows
how this creates novel opportunities for the market
of PHR software services without compromising
patient privacy.

In existing system the EMR Electronic medical
record is derived by a process of identification for

1. Design and Implementation Of PHR
Machines

A. System architecture

In this paper, we present PHR Machines, a novel
PHR system. Leveraging virtualization techniques,
PHR Machines allows patients to build lifelong
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patient health record which is maintained by a
caregiver. It allows for an entire patient history to
be viewed without a self secure in PHR record. The
EMR has no security measures and can be easily
viewed by a third party. The EMRs are created and
maintained only by a specific hospital and it is not
portable. So the EMRs will be valid only within
that institution and the patient cannot use the
anywhere else.

The project is to make the Personal health record to
be maintained by following a process thus the
electronic health record maintenance is taken place
by various progresses in cloud computing. New
techniques are used to secure the medical records in
the cloud. Attribute based encryption scheme and
its different variations are chosen as the main
encryption primitive for the personal health records
which makes storage, retrieval and sharing of the
medical information more secure and efficient. But
in attribute based encryption, the on demand user
revocation is a challenging problem. So the cipher
text policy —attribute based encryption and key-
policy based attribute based encryption are also
applied for the security of the personal health
record.

PHRs. The records can be shared by the patient
with any stakeholder interested in those. PHR
Machines allows also the controlled sharing of
application software that is required to view and/or
analyze health records. Patients seeking care by
caregivers in different geographical areas will be
able to reproduce their original health records, no
matter the limitations imposed by the heterogeneity
of local health care information systems. Moreover,
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as technology evolves, patients will always be able
to use original software to view and analyze data,
even when that software becomes obsolete and

possibly no longer supported by the stakeholder
that produced the data.
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Fig 1.Technical architecture of PHR Machines
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The diagram shows the technical architecture of
PHR  Machines, identifying, besides the
components constituting PHR Machines, also the
components of the front-end Client. The prototype
reuses parts of, a mature system for making

Hyper visor is very important for maintain the cloud
database. And also maintain the user request and
response. Suppose the user give one request mean
hyper visor find out what type of request is that and
transfer into correct course. And then transfer the
response to the client or user. This all works are
maintained by the hyper visor.

A web server is the combination of computer and
the program installed on it. Web server interacts
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Fig. 3. Shanng a VM session in FHR Machines

computational research results more accessible and
reproducible. The key technological components
have, therefore, undergone various development
cycles, which adds to the robustness of PHR
Machines technical architecture.
with the client through a web browser. It delivers the
web pages to the client and to an application by
using the web browser and HTTP protocols
respectively.

Then define the web server as the package of large
number of programs installed on a computer
connected to Internet or intranet for downloading the
requested files using File Transfer Protocol, serving
e-mail and building and publishing web pages. A
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web server works on a client server model.

Patients seeking care by caregivers in different
geographical areas will be able to reproduce their
original health records, no matter the limitations
imposed by the heterogeneity of local health care
information systems. Moreover, as technology
evolves, patients will always be able to use original
software to view and analyze data, even when that
software becomes obsolete and possibly no longer
supported by the stakeholder that produced the data.

B. Module Description
e  User interface

EXISTING PROPOSED
SYSTEM SYSTEM

EXISTING CONCEPT PROPOSED CONCEPT:-

e In existing system we can | e In order to protect the

define the EMR Electronic
medical record by deriving
a process of identification
for patient health record is
maintained by caregiver

e It allows for an entire
patient history to be viewed
without a self secure in
PHR record.

personal health data stored
on a semi-trusted server, we
adopt attribute-based
encryption (ABE) as the
main encryption primitive.
We leverage attribute based
encryption (ABE) techniques
to encrypt each patient’s
PHR file..

EXISTING TECHNIQUE
Electronic Medical Record
(EMR)

PROPOSED TECHNIQUE
Attribute Based Encryption
(ABE)

TECHNIQUEDEFINITION
e EMR system has a wide

TECHNIQUE DEFINITION
e To improve the scalability

variety of Virtual machines
for straightforward
extension and  derived
directly from care givers.

e The technical
implementation of
standpoint, this extension
does not represent a

of the above solutions, one-
to-many encryption methods
such as ABE can be used.
There has been an
increasing interest in
applying ABE to secure
electronic healthcare records
(EHRs).

substantial obstacle

e PHR(Personal Health Record)

e  Hyper Visor

e ABE(Attribute Based Encryption)
e Improve the server performance

C. Algorithm Used

Attribute based Encryption

It is a type of public-key encryption in which the
secret key of a user and the cipher text are dependent
upon attributes (e.g. the country he lives, or the kind
of subscription he has). In such a system, the
decryption of a cipher text is possible only if the set
of attributes of the user key matches the attributes of
an unique cipher text. A critical security feature of
Attribute-Based Encryption is collusion-resistance:
An adversary that holds multiple keys should only be
able to access data if at least one individual key
grants access.
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D. Implementation

In ABE access, policies are expressed based on sets
of attributes of user inputs, rather than on the unique
identity of users. This allows patients to selectively
share their PHR data in a secure way to a set of users
without the need to know their complete identity and
characterization of ABE encryption in the context of
PHRs. We consider as for ABE encryption a solution
that should complement the current implementation
of PHR Machines. In this paper, in fact, we brief
about such generic security techniques to enable a
deeper discussion of the unique privacy protection
mechanisms that are offered by PHR Machines.

Results
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111. Future Enhancement

Future enhancement of lifelong PHRs. The records
can be shared by the patient with any stakeholder
interested in those. My PHR Machines allows the
controlled sharing of application software that is
required to view and/or analyze health records.
Patients seeking care by caregivers in different
geographical areas will be able to reproduce their
original health records, no matter the limitations
imposed by the heterogeneity of local health care
information systems. Moreover, as technology
evolves, patients will always be able to use original
software to view and analyze data. Here the patient
data is shared securely in cloud using ABE
technique. Using this technique one private key is
generated for each user. Depends upon the security
key it will retrieve the uploaded data. Suppose a
user has uploaded many data using a key he/she can
retrieve the same data using the same authorized
key. This key is only shared to that particular user
via e-mail.

1V. Related Work

[G]Reliability at massive scale is one of the biggest
challenges at Amazon.com, one of the largest e-
commerce operations in the world; even the
slightest outage has significant  financial
consequences and impacts on the trust of the
customers. The Amazon.com platform, which
provides services for many websites worldwide, is
implemented on top of an infrastructure of tens of
thousands of servers and network components
located in many data centres around the world. At
this scale, many components fail continuously and
the way persistent state is managed in the face
ofthese failures drives the reliability and scalability
of the software systems. This paper shows the
design and implementation a highly available key-
value storage system, the Dynamo, that some of
Amazon‘s core services use to provide an
—always-onl experience. To achieve this level of
availability, Dynamo sacrifices consistency under
certain scenarios which are failures. It makes
extensive use of object versioning and application-
assisted conflict resolution in a manner that
provides a novel interface for developers to use.

A new class of data storage systems, called
NoSQL(Not Only SQL), have emerged to
complement the traditional database systems, with
elimination of general ACID transactions as a
common feature. Different platforms and different
primitives within one NoSQLplatform, can offer
various consistency properties, from Eventual
Consistency to single-entity ACID. For the
platform providers, weaker consistency will allow
better availabilities, lower latencies, and other
benefits. This paper investigates what the
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consumers observe of the consistencies and
performance properties of various offerings. We
find that many platforms s in practice offers more
consistencies than they promise; we also
investigate cases where the platform offers
consumers a choice between stronger and weaker
consistencies, but there is no observed benefits

from accepting weaker consistency properties.

[8]

Cloud computing has recently emerged as a key
technology to provide individuals and companies
with access to remote computing and storage
infrastructures. To achievehighly-available and
high-performing services, cloud data stores
depends upon data replication. But, providing
replication brings with it the issue of consistency.
Given that the data will be replicated in multiple
geographically distributed data centres, and to meet
the increasing needs of distributed applications,
many cloud data stores accept eventual consistency
and therefore it will allow running data intensive
operations under low latency. This comes at the
cost of data staleness. In this paper, we arrange data
replication based on a set of flexible data semantics
that can suit all types of Big Data applications, and
avoid overloading of both network and systems
during large periods of disconnection or partitions
in the network. Therefore we integrated these data
semantics into the core architecture of a well-
known NoSQL data store (e.g., HBase), which
leverages a three-dimensional vector-field model
(i.e., regarding timeliness, number of pending
updates and divergence bounds) to provision data
selectively in an on-demand fashion to applications.
This improves the former consistency model by
providing a number of required levels of
consistency to different applications ,such as, social
networks or ecommerce sites, where the preference
of updates also differ. In addition, our
implementation of the model into HBase will also
allow updates to be tagged and grouped atomically
in logical batches, akin to transactions, ensure
atomic changes and precission of updates as they
are propagated.

9
[ ]Since 1984, the Condor project has enabled

ordinary users to do amazing computing. Today,
the project continues to analyze the social and
technical problems of co-operative computing on
scales ranging from the desktop to the world-wide
computational grid. In this paper, we provide the
history and philosophy of the Condor project and
illustrate how it has collaborated with other projects
and evolved along with distributed computing. We
describe the core components of the Condor system
and also describe how the technology of computing
must correspond to social structures. Throughout,
we react on the lessons of experience and chart of
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the course travelled by research ideas as they
evolve into production systems.

[10]Eventually—consistent key-value storage systems
sacrifice the ACID semantics of conventional
databases to achieve superior latency and
availability. Yet, this means the end-users, can be
exposed to stale data. The amount of staleness
observed depends on various tuning knobs set by
application developers (customers of key-value
stores) and system administrators (providers of
key-value stores). Both parties must be observant
of how these tuning knobs affect the consistency
observed by client applications in the concern of
both giving the best end-user experience and
increasing revenues for storage providers.
Quantifying consistency in a useful way is a critical
step toward both knowing what clients actually
look at, and supporting consistency-aware service
level agreements (SLAS) in next generation storage
systems. This paper proposes a novel consistency
metric called (Gamma) that occupies client-
observed consistency. This metric provides
significant answers to questions regarding
consistency anomalies, such as how often they
occur and how bad they are when they do occur.
We argue that it is more useful and accurate than
current metrics.

V. Conclusion

In this paper, we presented MyPHRMachines, a
novel PHR system. Leveraging virtualization
techniques, MyPHRMachines allows patients to
build lifelong PHRs. The records can be shared
by the patient with any stakeholder interested in
those. MyPHRMachines allows also the
controlled sharing of application software that is
required to view and/or analyze health records.
Patients seeking care by caregivers in different
geographical areas will be able to reproduce their
original health records, no matter the limitations
imposed by the heterogeneity of local health care
information systems. Moreover, as technology
evolves, patientswill always be able to use
original software to view and analyze data, even

when that software becomes obsolete and
possibly no longer supported by the stakeholder
that produced the data.
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