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Abstract: Implementation of SNMP on WSN is a measure solution for the management of network in the IPv6 based 

network on TCP/IP using Contiki software. In this paper the implementation is shown with its output results using contiki 

applications. In this the packet is transmitted in Wireless sensor network from one node to another in mesh topology with 

maximum encryption using SNMP showing the details of packet i.e. payload length etc. and IP addressing using location of 

sensor node. 
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I. INTRODUCTION 

To monitor the surrounding on board sensors are used by low 

power devices in WSN. WSN are not always easy to connect 

with the other networks in real world which make it different 

and even difficult to connect without a gateway device. For 

this task standardized protocols based on internet protocol 

network and others methods are used which are already in 

use. The main task of a gateway is monitoring of network and 

this is not a new activity in WSN. The IP network based 

solutions for monitoring of network and for its management 

is done by SNMP[6]. 

Ting OS is used operating system in WSN which made it 

possible to use the advantages which are commonly brought 

up by IP layer. It also includes reuse of protocols, software 

which we already use and are developed and the techniques 

based on IP networks[20]. 

 
Figure1: Wireless sensor node 

 

SNMP is a User Datagram Protocol which is used for 

management of network and monitoring in IP based network. 

Version 3 of SNMP i.e. SNMPv3 has security overhead that 

are not present in other versions. In the implementation of 

SNMP agent in WSN operating system TinyOS is used, 

which shows the basic functionality of SNMP which brought 

some of the benefits of IPv6. An agent of SNMP will 

interpret and the SNMP messages produced mean that no 

gateway operations would necessarily be present. The 

advantage is that no alterations or additions can be made in 

network stack which is used in network. 

The main objective of my research is to implement an SNMP 

on WSN which responds with transmitted SNMP messages 

and receive SNMP messages. This software consists of 

SNMP agents which can be used in monitoring and managing 

WSN’s[24]. 

 

II. METHODOLOGY 

A. IMPLEMENTATION METHODOLOGY 

Concern of IPv4 addressing was space limitation which is 

solved by IPv6 addressing with millions of addresses. One or 

more gateways are used for connection in IP network to WSN 

and to route packets from IP network to the WSN we use this 

IP address. In WSN, destinations could be uniquely 

addressed by a UDP port number of client and server with the 

location mentioned. We recommend using private port 

numbers ranging from (49,152 to 65,537), for this purpose. It 

has more than 16,050 nodes in a WSN and each node will 

support one addressable destination which is mentioned with 

the port. If more destinations are needed in a WSN, then from 

the UDP registered port number, we could use unused port 

numbers. This approach will resolve addressing issue in IPv4 

but in IPv6 we can use other ports also as there is no issue of 

addresses in it. In this addressing scheme, an IP network 

could route a message to the gateway for a WSN and with the 

implementation of a mapping scheme between port numbers 

and WSN destinations.  A gateway could then forward the 

message to the correct destination i.e. to server with its 

location displayed. 

Within a WSN a destination is uniquely identified by a node 

ID and an endpoint ID. These are identified logically. An 

endpoint ID is used to identify an endpoint within a node in 

sensor networkin this process. An endpoint entity could be 

physical or a logical or an application within a node. TinyOS 

[2] and ZigBee [9] both support this end point entity. In 

ZigBee we uses 8 bits to identify an end point within a node 

where as in TinyOS, one could use AM (Active Message). In 

TinyOS an 8-bit value [8] is used as an entity or end point 

within a node.  Basically there are two approaches which tell 

us how a WSN could logically view or show a destination in 

an external IP network. It could be viewed as an endpoint at 

the gateway node or an end-point at a separate node and this 

could be reached through the gateway node. 8 bit endpoint 

identifier is uses only 256 or less IP destinations that could be 

supported if a WSN has only one gateway. If we view an IP 

network destination as a WSN endpoint destination then a 
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separate node can be used and enough flexibility is present in 

terms of the number of IP endpoints that is supported in 

WSN. Therefore, each IP destination is suggested to be 

assigned in a WSN node ID and endpoint ID[9]. 

 

B. SOFTWARE USED 

Contiki software is used for the implementation of the SNMP 

on WSN, and this software uses cooja as a simulator. The 

programs in contiki are written in NesC language where the 

semantic programs are written in java. Contiki software is a 

new software specially designed for wireless networks. It is 

designed for both the commercial and non-commercial uses. 

It is designed for TingOS which helps in efficient use of 

memory. It also supports low power IPv6 networking and 

even other LoPWAN. 

Preferred languages for programming in contiki: NesC  and 

java[2]. 

C. IMPLEMENTATION OF SNMP ON SENSOR 

NETWORK 

The implementation of SNMP on sensor network is done in 

contiki software using cooja simulator and this 

implementation is done on Tmote sky. The figure shows the 

compilation of the program and after this we can assign the 

motes so we can do simulation. 

 

 
Figure2: Showing the successful compilation of the program. 

 

 
Figure3: Showing the successful compilation of server 

program. 

 

In my work I have selected 5 motes, in these motes one is the 

server mote (Tmote sky) and the other is client. The client 

node will send the data to destination through routers which 

check the destination address of server and send it to the 

appropriate node i.e. the destination. The program in the 

client node is written in the NesC language which is a 

standard language (Standard form of C). The server node will 

collect the data and display this data on the PC. The program 

on the server mote (Tmote sky) is written in java language 

which is a semantic language for our compilation in contiki 

software. 

 
Figure4: Shows the running program with motes set(Tmote 

sky) and displaying output. 

 
Figure5: Showing the simulation of server program. 

 

The output of the simulation is shown below in the figure, 

where it describes details of the IPv6 addresses used with the 

declaration of the ports of client and the server. It contains the 

data payload size and other details i.e. time interval and 

power used for transmission. It displays the data “HELLO” 

with the location details. 

 

 
Figure6: Showing the output(1) of client program 

 

 
Figure7: Showing output(2) of client program 
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Figure8: Showing motes output of client program. 

 

 

 
Figure9: Showing output of server program(1) 

 

 
Figure10: Showing the output of the server program(2) 

 

 
Figure11: Showing the motes of server program. 

 

D. CONCLUSION AND FURTHER 

ADVANCEMENTS 

I have successfully implemented SNMP (Simple network 

management protocol) on wireless sensor. And I have 

successfully displayed the IP addresses, the location of the 

server with the data, no. of clients and other useful details of 

the data i.e. payload size using IPv6 addressing in TCP/IP. 

We can further do amendments in this by adding the battery 

status. I have used one client and one server by mentioning 

the port no. but further we can even do this for multiple 

clients and server. 

 

 

REFERENCES 
 [1]  DSP–OS Company, Inc., Available in http://www.dspos.com/, 2005  

[2].  Interniche Technologies Company, Inc., Available in 

http://www.iniche.com/index.shtml, 2005 
[3].  Micro Digital Company, Inc., Available in http://www.smxinfo.com/, 

2005 

[4].  J.L. Hill and D.E. Culler, Mica: A wireless platform for deeply 

embedded networks, IEEE Micro, 22(6):12–24,2002. ISSN: 
0272-1732. 

[5]. G.J. Holzmann, Design and Validation of Computer Protocols, 

Prentice Hall, 1991.  
[6].  C. Shen, C. Srisathapornphat and C. Jaikaeo, Sensor Information 

Networking Architecture and Applications, IEEE Personel 

Communication Magazine, 8(4):52–59, August, 2001.  
[7].  A. Pras, T. Drevers, R. Meent, D. Quartel, Comparing the 

Performance of SNMP and Web Services-Based Management, IEEE 

Transactions on Network and Service Management, 1(2), December, 
2004. 

[8]  J. Thorn, “Deciphering TinyOS Serial Packet,” Octave Tech Brief 

#5-01, 2005. Retrieved 
February28,2005.From:http://www.octavetech.com/pubs/TB501%2

0Deciphering%20TinyOS%20Serial%20Packets.pdf 

[9]  ZigBee Alliance, ZigBee Specification (Document 05347r13), 
December2006. 

[10] .  J. Case, R. Mundy, D. Partain, B. Stewart , "RFC 2570 Introduction to 

Version 3 of the Internet-standard Network Management Framework 
" TIS Labs at Network Associates, Inc. (April 1999). 

[11] Richardt H. Wilkinson, Shaun Kaplan “Wireless sensor network 

monitoring using SNMP” 
From:file:///C:/Users/Inspiron/Downloads/wireless%20sensor%20ne

twork%20onitoring%20using%20the%20simple%20(1).pdf 

[12]   D. Culler and W. Hong, "Wireless Sensor Networks " ed. 
Communications of the ACM, June 2004 From: 

http://www.pbol.org/projects/genie/ publications/infomanage.pdf, 
47:6 (2004). 

 [13]  B. Deb et al, "Wireless Sensor Networks Management," From: 

http://www.research.rutgers.edu/~bdeb/sensor-networks.html 
(2005). 

 [14]  E. L.Lee et al, "Network Management in Wireless Sensor Networks," 

Handbook of Mobile A Hoc and Pervasive Communication (2007). 
 [15] L. B. Ruiz, "MANNA: A Management Architecture for Wireless 

Sensor networks," IEEE Communications Magazine (2003), pp 

116-125. 
[16]  SNMP4J, "The Object Oriented SNMP API for Java Managers and 

Agents.," From: http://www.snmp4i.org/. 

 [17]  G. Tolle and D. Culler, "Design of an Application Cooperative 
Management System, for Wireless Sensor Networks," (February 

2005). 

[18]  Choi, H., Kim, N. & Cha, H., 2009, 6LoWPAN-SNMP: Simple 
Network Management Protocol for 6LoWPAN, in High Performance 

Computing and Communications, 10th IEEE International 

Conference on, 305–313, URL http://www.computer.org/portal/web/ 
csdl/doi/10.1109/HPCC.2009.49. 

[19]  Jason L. Hill, David E. Culler: Mica: A Wireless Platform for Deeply 

Embedded Networks. IEEE Micro 22(6): 12-24 (2002) 
 [20]  J. Beutel, O. Kasten, F. Mattern, K. Römer, F. Siegemund and L. 

Thiele: “Prototyping Wireless Sensor Networks with BTnodes”. 

Proc. 1st European Workshop on Wireless Sensor Networks (EWSN 
2004), Springer LNCS, vol. 2920, Berlin, pages 323-338, January 

2004. 

 [21]  J. Beutel, M. Dyer, L. Meier, and L. Thiele, "Scalable topology 
control for deployment-sensor networks," in Proc. 4th Intl Conf. 

Information Processing in Sensor Networks (IPSN 05), pp. 359-363, 

IEEE, Piscataway,NJ, Apr. 2005.  
[22]  Ing.Jakub Saliva, “Technologies used in Wireless Sesnor Networks” , 

15th International Conference on Systems, Signals and Image 

Processing, 25-28 June 2008. 
 [23]  Yen Yang Lim, Marco Messina, Frank Kargl , Leena Ganguli, Martin 

Fischer, Tommy Tsang, “SNMP-Proxy For Wireless Sensor 

Network”, IEEE 5th International Conference on Information 
Technology, 7-9 April 2008.  

[24]  SOHRABY, Kazem, Daniel, Minoli, Taieb, Znati, “Wireless Sensor 

Networks: Technology, protocols and Applications “, Wiley, 2006, 
ISBN 978-0-471-74300-2. 

[25]  Pradeep K. Mohanty, “A framework for interconnecting wireless 

sensor and IP networks”, IEEE international symposium on personal, 
indoor and mobile radio communications(PIMRC”07).  

 

 

 

 

http://www.snmp4i.org/

