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Abstract: In Vehicular Ad Hoc Networks (VANET), vehicles communicate with another vehicle and also communicate
with infrastructure (RSU) points by broadcasting safety and non-safety messages in the network by using the DSRC. In
wireless communication, security and privacy are very important issues to avoid threat in the network. Cluster based
vehicle to vehicle (V2V) communication scheme is proposed here which prevents vehicle from threat. To achieve
security and privacy goals, we propose one time authentication for group and then V2V communication is done using
group symmetric key within group. Our scheme satisfies all security and privacy requirements such as authentication,
non-repudiation and con- ditional traceability. In case of malicious activity, this scheme can trace malicious vehicle
which generates a false message. Computation and communication cost is improved as compared and analyzed with
other previous schemes.
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I INTRODUCTION VANET has mostly three Network entities [3][9]:
Vehicles are becoming important in our day to day life. 1. Control Center or Authenticated Center (AC):
Therefore, many problems like an accident, traffic This is very important entity in VANET which
congestion etc. are affecting people’s life. Government manages all network communication. It is
and car manufacturing companies are developing trusted authority which has related private
technology which wills minimize all these problems. information of all vehicles and Roadside Units.
VANET is new emerging technology which enables It can use this information for security purpose
vehicular communication to minimize problem. of network. It is more trusted and cannot be
VANET plays effective role in safety on road by compromised.

introduction of several safety applications. These 2. Roadside Unit (RSU): It is an infrastructure
applications are based on |IEEE wvehicular which is located along roads and forwards
communication standards: DSRC and WAVE. Typical message to TA and vehicles. It has high
structure of VANET is shown in Fig.1. processing capacity and typical transmission

range of 1-3 km.

3. Vehicles: Every vehicle has sensors and an On
Board Unit (OBU). OBU has high processing
capacity and its transmission range is 100-
300m. It exchanges message with vehicles and
RSUs [12]. Vehicles send information
periodically to neighbors by beacon messages
with a frequency of 10 messages per second.

VANET has three communication modes. In V2V
Fig 1: VANET Architecture communication, vehicles exchange messages
among themselves within its range of
communication using wireless media. In
Infrastructure to Vehicle communication (12V),
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infrastructure points in VANET like RSUs
communicate with a wvehicle to exchange
information.  In hybrid  mode,  vehicles

communicate with both RSUs and other vehicles
[11].

In V2V communication, vehicles communicate through

a wireless channel. It requires secure medium to avoid
attacks on network. Information exchanged between
vehicles may lead to attacks and it can be manipulated
by an attacker. An attacker can disclose real identity of
a vehicle which creates threat to the privacy of vehicles
in the network. An attacker in VANET can classified as
external attacker and internal attacker [2]. An external
attacker can be prevented by cryptographic operations.
It is hard to prevent internal attackers as it has access to
cryptographic keys in network. While Securing
network, users privacy need to be protected. In this
paper, Cluster based V2V communication framework is
proposed to secure VANET and preserve privacy. We
adopt IEEE 1609.2 [10] security standard for VANET.
Cluster of vehicles is formed using location and speed
of vehicles and cluster Leader is selected by TA. The
rest of the paper is organized as follows: Section 1l
presents overview of previous work. Section Il
presents system model and assumptions used in this
paper. Section IV presents our group based
methodology for VANET. Security and performance
analysis of proposed scheme is presented in Section V
and Section VI. Section VII concludes paper.

Il. RELATED WORK

There are number of schemes proposed in literature
which deals with security and privacy issues in
VANET. These schemes satisfy different security and
privacy requirements. Group based scheme is proposed
in H. Hasrouny [1] where group signature and
symmetric key is used to improve performance in
authentication delay. Drawback of this scheme is that it
cannot detect malicious vehicle which sends false
message in V2V communication.

D.He [3] proposed ID based conditional privacy preser-
vation authentication scheme. It uses batch verification
of messages to improve performance. A two-level
authentication protocol is proposed by U.Rajput in [4].
It uses two pseudonyms to authenticate vehicle. One
pseudonym is base pseudonym which is generated by
Certified authority and has a longer lifespan. Another
pseudonym is generated by RSU and has a shorter
lifetime. But the problem with this scheme is that
pseudonyms have more size. L. Zhu [2] proposed
threshold based message verification scheme. In this
prior and posterior countermeasures are used to ensure
efficient  message  verification  process.  Prior
countermeasures are used to check whether the message
is sent by vehicle only one time. Group signature is
used to preserve the privacy of vehicles. Another group
signature scheme is proposed by X.Zhu [6] which uses
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HMAC to overcome the problem of time-consuming
Certificate Revocation List checking process. To
improve authentication speed it uses a cooperative
authentication method. However, this scheme needs to
check CRL every time which degrade the performance
of network. Huang Lu [7] proposed ID based
authentication with privacy preservation. It uses ID-
based cryptography. In this scheme, the vehicle uses
self- defined Pseudo ID (PSID) to hide its real identity.
It uses two signature schemes depending on
communication type. ID- based signature for Vehicle to
Roadside authentication (V2R) and Roadside to Vehicle
authentication (R2V) is used therein. ID based online
and offline scheme is used for Vehicle to Vehicle
authentication (V2V).

To further improve the authentication speed and tracing
capability of previous schemes, security enhanced
group based authentication scheme is proposed in this
paper. Pseudo ID generated by TA is used to provide
anonymity. Digital sig- nature generation and
verification of message in V2V communication requires
more time which degrades performance of network.
However, this scheme eliminates the need to sign
message in V2V communication which leads to faster
authentication. In case false message is detected, only
TA can trace vehicle using PSID attached at end of
message in V2V communication thereby achieving
conditional traceability.

I1l. PRELIMINARIES

In this section, we discuss system model, security and
privacy requirements, assumptions and cryptographic
tools.

A. System Model
In system model shown in Fig.2, there are three partici-
pants namely Trusted Authority(TA), Roadside
unit(RSU) and vehicles. Below is the description of
each of them. Here, we consider only one group of
vehicles for V2V communication.
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Fig 2: system Model for Proposed work
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1. Authenticated Center (AC): Trusted authority
is responsible for issuing cryptographic
material to other components in the network
after vehicle registration. It issues certificate,
public and private keys to each vehicle after
registration and assigns Pseudo ID, group
symmetric key to each vehicle after group
formation. In the case of malicious activity,
revocation of certificates is done by TA.

2. Roadside units(RSU): Roadside units are
infrastructure deployed at road sides which
have very high computation capability. They
are directly connected to TA. Rsus act as a
mediator between AC and vehicles.

3. Vehicles: Each vehicle has On-Board Unit
(OBU) and Tamper-Proof Device (TPD). OBU
has the high computational capability.
Cryptographic materials are stored in TPD
which is a very secure device.

B. Security and Privacy requirements in VANET

1. Authentication: This enables receiver to
check authentic- ity of message sent by other
vehicles.

2. Message Integrity: The content of a message
sent by sender vehicle should be delivered to
receiver vehicle without altering.

3. Non-repudiation: Sender vehicle should not
be able to deny about a content of the message
sent by him. In case of malicious activity, TA
checks the origin of a message. So, a sender
should not deny it.

4.  Anonymity: Every vehicle should not display
its real identity in VANET. It should use
pseudo ID to hide its real identity.

5. Conditional Traceability: In case of
malicious activity, TA should be able to trace
vehicles conditionally.

IV. PROPOSED SCHEME

This section explains the working of proposed scheme.
Following are steps involved in this scheme.

A. System Initialization Phase

In this phase AC generates system parameters and pre-
loads these into TPD of each vehicle. AC generates
public and private key pairs Pui/Pri to vehicle Vi using
ECC. It assigns certificate Certi to Vi vehicle. TA pre-
loads following parameters in TPD of vehicle Vi at
vehicle registration. param =( Pui, Pri, Certi, PUAC)

It also pre-loads standard cryptographic algorithms into
TPD.

B. Group Formation
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Group of vehicles in particular region is formed by AC
based on speed and location of a vehicle and CL is
selected by AC.

C. One Time Authentication of Group after its
Formation

Step 1: After a group is formed, CL broadcast message
—I am CLI. Vehicle Vi in the group generates the
following message

M1 = (m || Sign(m) || Certi)

This message is encrypted by vehicle Vi using public
key of AC (PUAC). Vi send this encrypted message to
CL. CL collects all the messages of vehicles in the
group and forwards it to AC.

Step 2: AC decrypt these messages and then check
certificate of respective vehicles by checking its
Certificate Revocation List(CRL) and then verify its
signature using public key of vehicle Pui. If all the
messages are verified then, AC acknowledges CL that
all the vehicles are authenticated.

Step 3: After authenticating all the vehicles in a group,
AC generates group symmetric key Ck and Pseudo ID
for each vehicle in a group. It calculates hash of Pseudo
IDs of vehicles in a group separately and store it in its
group hash table. AC sends group parameters by
sending message to each vehicle Vi in group through
CL or RSUs via secure channel.

Step 4 : After receiving message from AC, vehicle store
Hremv in its group hash table HTG. It also store group
symmetric key and its Pseudo ID PSIDi in its TPD.

V1. PERFORMANCE ANALYSIS

In this section, we analyze the performance of proposed
scheme by analyzing computation cost and
communication cost. Later we compare performance of
our scheme with other previous schemes.

Proposed scheme is compared with other schemes by
find- ing following parameters 1) Message generation
time at sender vehicle denoted by (Tg) 2) Message
Verification Time at receiving vehicle denoted by (Tv).

To find these parameters, proposed scheme is
implemented in JAVA NetBeans IDE 8.1 environment.
Java application is created. Cluster of 10 vehicles is
formed and we find value of Tg and Tv.
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