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Abstract: In this paper, the proposed hybrid algorithm is for reversible data hiding in encrypted images. By 

implementing the method of reserving space for advance data prior encryption, this technique accomplishes 
boosted performance than the existing method in terms of PSNR of the stego image and embedding capacity. 

These attributes multiplicity this method suitable for practical applications in military imaging and medical 

imaging, etc. Additionally, this method is diffident and easy to implement matched to its predecessors. This is 

since we are removing the prerequisite for restructuring the image dissimilar the other methods in literature. Our 

improvements are focused on together increasing the hidden information volume and improving the image 

excellence. The experimental consequences designate that the proposed method offers enhanced performance 

over hybrid technique. 
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I. INTRODUCTION 

Data hiding is a common term including a wide 
variety of problems beyond that of embedding 

messages in content. Cryptography and data hiding 

are two methods connecting for data hiding in 

digital image privacy protection. The previous one 

purposes to modification the image into a noise-

like one to preclude illegal access, though the 

progressive unique is to insert the secret data into a 

cover image in an imperceptible way. Reversible 

data hiding is intellectual to perfectly improve the 

cover image afterward mining the secret data 

.Reversible data hiding comprises hiding data 

hooked on a cover middle in a technique that the 
original cover medium can be enhanced after the 

distorted stego medium. this is approach for 

importance volume of research for ages. It was 

used for authentication of digital content spending 

digital signature embedded hooked on the content. 

In this research to proposed hybrid algorithm for 

reversible data hiding is planned to hide data in 

encrypted images. The algorithm variations use of 

reversible data hiding to stop any distortion in the 

encrypted image. The proposed hybrid algorithm 

implantations two watermarks in the encrypted 
involvement image. Furthermore, the strength and 

reliability can be authenticated though trust the 

original content protected and private. Dissimilar 

keys are used in that algorithm to thoughtful it 

dissimilar. Additionally, the algorithm controls in 

the latitudinal domain, thus reducing the 

computational requirements. The algorithm 

customs bit additional to embed the foremost 

waterline in the stream ciphered Contribution 

image. An added watermark is embedded in the 
watermarked encrypted image, expending the 

histogram alteration method, in instruction to 

increasing its embedding capacity. The binary 

watermarks are extracted in sequence consequently 

the encrypted image. The spatial relationship in 

watermarked image is used for specific retrieval of 

the image. Hybrid algorithm is distinct in essentials 

in segments two, and evaluated in sector three. 

Concluding explanations are expected in section 

four. The proposed method selects suitable blocks 

after different portions of the image to hide 

additional data. Dissimilar additional methods and, 
the particular blocks are not moved, after this the 

unique structure of the cover image is modest. 

Unique or further LSB-planes of these bocks are 

extracted and reversibly embedded bent on lasting 

regions of the image spending a traditional RDH 

method which everything for unencrypted images. 

The image is formerly encrypted and those backed-

up LSB-planes are recycled to rawhide additional 

data. to procedure a dissimilar method to choice 

suitable quantity of small-sized rough blocks to 

hide additional data, which in significance 
diversities remaining image region additional 

appropriate for than through the partitioning 

technique. Our method is complete unpretentious 

and additional intuitive by avoiding rearrangement 

of the image. The reserved blocks stay in their 

original situations in the cover image. To cope with 

feature, technique is altered and used in the 

proposed method. This work suggests an 
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innovative reversible data hiding scheme intended 

at encrypted image, which is complete up of image 

encryption, data embedding and image-recovery 

phases. The data of original cover are entirely 
encrypted, and the further message is embedded by 

altering a portion of encrypted data. At receiver 

side, with the support of spatial correlation in usual 

image, the embedded data are efficiently extracted 

although the original image is effortlessly 

improved. The rest of this paper is prearranged as 

follows. Section II momentarily introduces 

previous methods proposed. The improved method 

is elaborated in Section III. Experiments through 

analysis and evaluation are described in Section IV, 

and Section V concludes the paper using particular 

thoughts on future works. 

II. RELATED WORK  

Shuang Yi et al[1] In order to advance the 

embedding rate although possession the merits of 

VRAE and separability, they have proposed a 
RDHEI technique expending adaptive code 

embedding. It encrypts the original image into 

noise-like unique though possession redundancy 

inside small image blocks, so that secret data can 

be entrenched into the encrypted image by 

manipulating its spatial correlations inside each 

block. 

Pauline Puteaux et al[2] proposed attentive in 

hiding additional than one bit per pixel. In detail, to 

think that it is conceivable to use, and the second 

MSB of every pixel to increase the quantity of 

embedded information. Additional research 

directions comprise testing additional error 

predictors in order to decrease the quantity of 

prediction errors and, in this similar method, 

expand the reconstructed image quality. 

Pauline Puteaux et al[3]they have been  proposed a 

innovative data hiding technique in encrypted 

images based on forecast through a identical high 
capacity (1 bpp). Definitely, by replacing 

completely the MSB in the image, it is conceivable 

to hide one bit per pixel. In adding to this 

outstanding embedding capacity, the rebuilt image 

quality is high. 

Sowmya. G et al[4] In our proposed method, 

instead of utilizing the whole image block for data 

embedding, selection of pixels are based on the 

unencrypted fourth least significant bit (LSB) layer 

because it is nearly random. Further, a new 

complexity function is proposed since each pixels 

of the image. The proposed technique decreases the 

error rate throughout bit extraction when likened 

through existing methods. 

Tojo Mathew, Johnpaul C. I. et al [5] use a 

innovative technique to excellent satisfactory 

quantity of small-sized abrasive blocks to hide 

extra data, which in consequence varieties 

remaining image region additional appropriate than 

with the partitioning method. This method is 

complete simpler and additional instinctive by 

evading rearrangement of the image. The reserved 
blocks continue in their original positions in the 

cover image. To manage through feature, technique 

is improved and used in the proposed method 

III. PROPOSED ALGORITHM 
In this paper we evaluate the degree of 

modification when steganography and 

cryptography are implemented distinctly and 

associate them on numerous parameters when 

together are implemented concurrently for given 

that dual layer 

Protection Major the user takings the text to be 

hidden and encrypts it spending the DES algorithm 

done the advantage of a key. The key will be 

incontestable by the customer and disadvantaged of 

the key it becomes impossible to decrypt the data 

later on. The key is formerly hidden expending the 

advance RSA algorithm which encrypts the key 

and before sends the key distinctly. This encryption 

of the key varieties it uniform harder for some 

eaves measurer to decrypt the information. Also the 
RSA algorithm works enormously fast for minor 

data and the key is usually single 56 bits. These 

benefits to confirm a identical resourceful 

execution in relationships of time required. In this 

research work an algorithm to reversibly embed 

secret data in encrypted images is proposed. A 

precise module operation is exploited to encrypt the 

image, this is arrangement particular relationship 

among the neighbouring pixels. Complete the 

conserved relationship; the data hider can embed 

the secret data hooked on the encrypted image by 
expending histogram alteration, uniform however 

he does not distinguish the original image content. 

Subsequently the embedding technique is complete 

on encrypted data, our proposed scheme conserves 

the privacy of content. Data extraction is 

distinguishable after image decryption that is, the 

added data can be mined whichever in the 

encrypted area or in the decrypted area. 

Additionally, this algorithm can accomplish real 

reversibility and extraordinary quality of noticeable 

and decrypted images. One of the probable requests 
of this technique is image explanation in cloud 

computing anywhere high image quality and 

reversibility is significantly chosen. However 

reversible data hiding technology and cryptography 

have been studied widely, reversible data hiding in 

the encrypted domain is a highly interdisciplinary 

extent of work. To perform significant 

determination is required to regulate the optimal 

modification on the histogram for achieving the 

greatest rate-distortion performance. Furthermore, 

work similarly objectives at designing added 

proficient scheme aimed at reversible data hiding in 
encrypted new high capacity reversible data hiding 
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scheme for encrypted images based on MSB 

prediction (hybrid algorithm). Owing to the local 

association among a pixel and its neighbours in a 

perfect image, two neighbouring pixel values are 
identical close. For this aim, it appears natural to 

predict a pixel value by expending previously 

decrypted preceding ones, as in numerous methods 

of image coding and compression. Though, in 

particular cases, there are particular errors. So, the 

major stage of our process includes of classifying 

completely the prediction errors in the innovative 

image and to store this information in an error 

location binary form.  Subsequently that, to 

proposed two dissimilar methods: Reversible data 

hiding in encrypted images has accomplished 

additional consideration newly in research 
community. Privacy protection of added data as 

well as cover media kinds it attractive aimed at 

applications in cloud storage etc. In this research 

work, a innovative method for reversible data 

hiding in encrypted images is proposed. Our 

method accepts the technique of preserving 

adequate space for the extra data previously 

encrypting the cover image. To determine 

appropriate blocks for hiding data after numerous 

parts of the image. Formerly encrypting the image, 

unique or additional LSB-planes of these blocks are 
backed-up into outstanding quantities of the image 

expending a high accomplishment traditional RDH 

method that everything on unencrypted images. 

Subsequently encrypting the image, those LSB 

planes are used to hide added data. Retrieval of 

original cover image and error-free abstraction of 

additional data is certain continuously. 

Furthermore, the proposed approach is modest and 

instinctive. Experimentally consequences 

illustration that our method outperforms the 

advanced methods for reversible data hiding in 

encrypted images. 

Using our proposed procedure for lossless data 

recovery, to moderate discovery to data employed 

throughout embedding in a block subsequently 

decryption, to select pixels built on the proposed 
measures. Complexity task predictable in this 

research reduces the mined error rate and similarly 

growths the bit for embedding. The established 

success of the proposed algorithm can consequently 

advantage reducing error though securing data at 

the third party centre. In this to perceptions 

comprise scheming a innovative algorithm that can 

categorise the image pixels built on the edges to 

decrease error rate since practical error lies better 

on the edge of the image. For data hiding methods 

in encrypted images, to quantity dissimilar 
performances embedding rate, quantity of improper 

mined bits and recovered image excellence 

subsequently data extraction. It is essential to 

discovery a trade-off between all of these 

parameters. Data extraction and image recovery: 

All through the decoding stage, the secret message 

can be mined by subsequent these stages with 

digital images used as the foremost media for the 

reversible data hiding .They are the reversible data 

hiding into digital images in the spatial domain, the 
reversible data hiding into digital images in the 

JPEG area, the semi reversible data hiding into 

digital images that have perform through somelossy 

density, the image value quantity used for RDH 

which is dissimilar after the PSNR, the reversible 

data hiding into encrypted digital images and the 

reversible data hiding for image. It is predictable 

that the research on the reversible data hiding and 

the applications of the RDH will continue. 

 

Figure 1: proposed hybrid approach is for 

reversible data hiding 

In our proposed algorithm embed the every bit of 

the data in the least significant bits specified of the 

original image. The insert the data is completed 

selecting a subcategory of image pixels and 

exchanging the least significant bit of every of the 
selected pixels through embedding bits. The 

extraction of the information is achieved by mining 

the least significant bit of every of the designated 

image pixels. If extracted bits equal the inserted 

bits, formerly the stored is detected. The extracted 

bits do not have to precisely competition with the 

inserted bits. A correlation quantity of both bit 

vectors can be intended. If the relationship of 

extracted bits and implanted bits is beyond a certain 

threshold, then the hybrid algorithm can choose 

that the data is perceived. 

Phase 1. Load the information in original image. 

Phase 2. Load required information embedding 

image. 

Phase 3. Find out the proper value for embedding 

factor 

Phase 4. Selected the embedding utility to embed 

the bits using least significant bits of the original 

image. 

Phase 5. Procedure the extraction purpose to mine 

the watermark. 

The pixels of the used for encrypted image are 

scanned in the scan line instruction and aimed at 
every pixel, the MSB value is mined, affording to 
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and kept. To undertake that previously the first 

classification of eight MSB equivalent to 1, the 

mined values are bits of the embedded message. 

When such a categorisation is come across, it 

specifies the creation of an error sequence. Since 

the subsequent pixels are not marked throughout 

the data hiding period, pixels are scanned till the 

subsequent sequence where eight MSB are equal to 
1, which specifies the end of the error 

categorisation. This procedure is repetitive till the 

end of the image. Contrariwise, as this method is 

completely reversible, the original image 

impeccably rebuilt. We use experimental results to 

demonstrate the performance of the proposed 

method. Our algorithm is implemented and tested 

using dot net framework using Visual studio-2010 

and used the language for implementing ASP.net 

and C# and on windows XP, and our experiment is 

performed on the computer with Processor Pentium 

(R) I3@ 2.70GHz, 2.00GB RAM. In the 
experiments, the tested images are 512 × 512 

reference image Lena, Airplane, Boat, Baboon and 

Barbara 

To assess image feature, to use a approach for that  
peak signal-to-noise ratio (PSNR) and basic 

resemblance of image. To represent the results 

useful on the assessment image Lena illustration 

the location of the problematic pixels. To represent 

the pixels of the original image who’s MSB would 

be seriously predicted if their value is not altered. 

Note that these pixels are frequently on the 

outlines. Might present certain errors on data 

extraction and/or image recovery, although the 

comprehensive reversibility can be accomplished in 

the proposed method. Additional significantly, 
these approaches are intended to transmit merely 

insignificant payloads. If error alteration 

contrivance is presented, the actual embedding rate 

will be additional decreased. To find out through 

that our method completes suggestively higher 

embedding rate. For approaches in entirely error-

free data extraction and image retrieval can be 

found. But it necessitates the content owner to 

achieve an further pre-processing previously 

content encryption, Instead, the proposed method 

have a two problems. 

Image Secret 

File 

Size 

Secret 

to 

Cover 

Ratio 

PSNR1 

(cover 

with 

stego1) 

PSNR2 

(cover 

with 

stego2) 

Image 

1 

5.01 

MB 

90% 32.9971 32.9973 

Image 
2 

4.01 89% 33.1791 33.1771 

Image 

3 

2.68 

MB 

40.42% 35.2079 35.2036 

Image 

4 

1.46 

MB 

20.16% 37.9988 37.1391 

Image 

5 

995 

KB 

11.78% 42.8622 44.8624 

Table 1: results show through the hybrid approach 

Additionally, show in Figure shows the comparison 

of the embedding capacity between the proposed 

method and traditional methods. Now, the 

maximum embedding volume in one-layer 

embedding technique is providing. As be able to be 

realized, in one-layer embedding approach, the 

embedding volume has been significantly 
improved. that the embedding capacity of the 

proposed technique can positively be higher in one-

layer embedding approach. 

 

Figure 2: Show the results reversible hybrid data 

hiding methods 

For example, after the coefficient pair is represent 

as a one pair is 0 and another is 0 two bits can be 

embedded in the method. Though, three bits can be 

embedded in the proposed method. The direct 
advantage is that a superior volume can be 

accomplished by one-layer histogram shifting. If 

we applying two or more layer embedding is used, 

the visual feature reduction is comparatively huge. 

the performance evaluation of dissimilar 

embedding rates. Perceptibly, the proposed 

technique can afford improved performance when 

the embedding capacity exceeds the maximum 

volume of one-layer embedding strategy. 

IV. CONCLUSION 

An original reserving subsequently encryption Data 

hiding scheme has been proposed. To proposed 

hybrid algorithm and separate reversible data 

hiding versions are examined. The furthermost 

stimulating features are the use a two phase 
embedding and the assembly correspondence 

method for the distinct method. The experimental 

results acquired so far are identical outcome. The 

proposed method is for reversible data hiding in 

images. By implementing the method of reserving 

space for added data before encryption, this 

technique accomplishes improved performance 

than the existing methods in terms of PSNR of the 
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stego image and embedding capacity. These 

attributes variety this method appropriate for 

concrete applications in medical imaging etc. 

Furthermore, this method is simple and easy to 
implement compared to its predecessors. This is 

because we are removing the essential for 

restructuring the image different the other methods 

in works. At the similar time, if we evaluation the 

PSNR of stego image by protection the data 

embedded continuous, there are distinguished 

developments in PSNR for completely the images 

completed the stat-of-the art methods. 

Reference  

[1] Shuang Yi, Yicong Zhou ,” adaptive code 

embedding for reversible data hiding in encrypted 

images” Image Processing (ICIP), 2017 IEEE 

International Conference on 22 February 2018. 

[2] Pauline Puteaux, Student Member, IEEE and 

William Puech, Senior Member, IEEE,” An 

Efficient MSB Prediction-Based Method for High-

Capacity Reversible Data Hiding in Encrypted 

Images” DOI 10.1109/TIFS.2018.2799381, IEEE 
1556-6013 (c) 2018 IEEE. 

[3] Pauline Puteaux, Dave Trinel and William 

Puech,” High-Capacity Data Hiding in Encrypted 

Images using MSB Prediction” 978-1-4673-8910-

5/16/-2016 IEEE. 

[4] X. Wu and W. Sun, “High-capacity reversible 

data hiding in encrypted images by prediction 

error,” Signal Processing, vol. 104, pp. 387–400, 

2014. 

[5] D. Xu and R. Wang, “Separable and error-free 

reversible data hiding in encrypted images,” Signal 

Processing, vol. 123, pp. 9–21, 2016. 

[6] W. Zhang, K. Ma, and N. Yu, “Reversibility 

improved data hiding in encrypted images,” Signal 

Processing, vol. 94, pp. 118–127, 2014. 

[7] X. Zhang, “Reversible data hiding in encrypted 

image,” IEEE Signal Processing Letters, vol. 18, 

no. 4, pp. 255–258, 2011. 

[8] N. S. Nair, T. Mathew, Neethu A.S., Viswajith 

P. Viswanath, Madhu S. Nair, M. Wilscy, "A 

Proactive Approach to Reversible Data Hiding in 

Encrypted Images", Procedia Computer Science, 

Elsevier, 

Vol.46, pp.1510-1517, 2015 

[9] L. Luo et al., “Reversible image watermarking 

using interpolation technique,” IEEE Trans. Inf. 

Forensics Security, vol. 5, no. 1, pp. 187–193, Mar. 

2010 

[10] K. Ma, W. Zhang, X. Zhao, N. Yu, and F. Li, 

“Reversible data hidingin encrypted images by 

reserving room before encryption,” IEEE Trans. 

Inf. Forensics Security, vol. 8, no. 3, pp. 553–562, 

Mar. 2013. 

[11] T. Mathew, M. Wilscy, “Reversible Data 

Hiding in Encrypted Images by Active Block 

Exchange and Room Reservation,” in Proc. Int. 

Conf. Contemporary Computing and Informatics 

(IC3I), 2014, pp. 839-844, Nov. 2014 

[12] Miscellaneous Gray Level Images [Online]. 

Available: 

http://decsai.ugr.es/cvg/dbimagenes/g512.php. 

 


