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Abstract: Steganography is a branch of information hiding. Steganography is a process of embedding the secret
information inside the host medium (text, audio, image and video). Video Steganography is the technique of
hiding some secret message inside a Video. For improving security we are also using Cryptography.
Cryptography is a method of storing and transmitting data in a particular form so that only those for whom it is
deliberate can read and process it. In this report Modified Advance Encryption Standard algorithm is used for
converting the message in cipher text and then hides this cipher text in video using Discrete Wavelet
Transformation technique. Proposed DWT technique is robust to the common attacks.
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I INTRODUCTION Cryptography converts the message into a non

) ) readable format and sends the message over an

INTERNET have made people’s lives much easier unsecure channel. The unauthorized person will try
than before; they can use it to pay their bills, buy to read the unreadable message but it is not easier.
their goods, exchange important messages between “Encryption is a process of transferring plaintext

parties at far distances, and many other things.
Without protecting that valuable information,
attackers can obtain them in different whom who has special knowledge called

Ways.Steganography is one of the methods _that encryption key”.'?Discrete Fourier Transform,
protects and hides valuable data from unauthorized Discrete cosine Transform. Discrete wavelet

people and even without them having any suspicion Transform and spread transform are common

of the data’s existence." In ancient time, the data frequency domain methods used for watermarking.
was protected by hiding it on the back of wax,

information to a form called cipher text using an
algorithm called cipher which is readable only by

writing tables, stomach of rabbits or on the scalp of A. Types of Steganography:

the slaves. But today’s most of the people transmit

the data in the form of text, images, video, and 1. Text Steganography: It consists of hiding
audio over the medium. In order to safely information inside the text files. In this
transmission of confidential data, the multimedia method, the secret data is hidden behind
object like audio, video, images are used as a cover every nth letter of every words of text
sources to hide the data.® In new era of message.!'%!

information technology, information security is a 2. Image Steganography: This is used widely
big issue. For information (data) to be sent from for hiding information in the cover
sender to user, it is more important that to give image.*”!

right information to right people at a right time.
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3. Video Steganography: It is a technique of
hiding any kind of files or data into digital
video format. In this case video
(combination of pictures) is used as carrier
for hiding the data. Generally discrete
cosine transform (DCT) alter the values
(e.g., 8.667 to 9) which is used to hide the
data in each of the images in the video.™™"!

4. Audio Steganography: It involves hiding
data in audio files. This method hides the
data in WAV, AU and MP3 sound files.™"

B. Steganography Techniques:

1. Spatial Domain: In this technique, the
LSB of an envelope image is substituted
without performing any modification. This
maintains the quality of color image, and
is very simple and effective for concealing
image or data. However, there are
weaknesses of this technique that can be
easily attacked, such as compression,
transformations, etc.

2. Transform Domain: In this technique the
secret message is embedded in the
transform or frequency domain of the
cover. This is a more complex way of
hiding message in an image. Different
algorithms and transformations are used
on the image to hide message in it
Transform domain techniques are broadly
classified such as i) Discrete Fourier
transformation  technique (DFT) i)
Discrete cosine transformation technique
(DCT) iii) Discrete Wavelet
transformation technique (DWT)2!

3. Spread Spectrum Technique: In this
method the secret data is spread over a
wide frequency bandwidth. The ratio of
signal to noise in every frequency band
must be so small that it become difficult to
detect the presence of data. Even if parts
of data are removed from several bands,
there would be still enough information is
present in other bands to recover the
data.™%

4. Statistical Technique: In this technique
message is embedded by changing several
properties of the cover. It involves the
splitting of cover into blocks and then
embedding one message bit in each block.
The cover block is modified only when the
size of message bit is one otherwise no
modification is required.®”

5. Masking and Filtering: These techniques
hide information by marking an image.

This method is basically used for 24-bit
and grey scale images.™*°

Distortion Techniques: In this technique the secret
message is stored by distorting the signal. A
sequence of modification is applied to the cover by
the encoder. The decoder measures the differences
between the original cover sequence of
modifications and consequently recover the secret
message.!*%

1. ORGANIZATION OF PAPER

The organization of the paper further is as
follows. The Comparative study is presented in
Section 111, Proposed Method in Section 1V,
then Result Analysis in Section V and
Conclusions and Future Scope discussed in
Section VI.

1. COMPARATIVE STUDY

Paper Title | Method Advantage Limitatio

n

1 | Highly Curvelet DCT isrobust | Hidesin
Secure transform against independe
Image and DCT MPEG-2. nt frames.
Steganograp
hy
Algorithm
using
Curvelet
Transform
and DCT
Encryption

2 | Image LSB Simple LSB
Steganograp Implementatio | insertion
hy and n. is a very
visible little
watermarkin robust
g using LSB technique.
Extraction
Technique

3 | RGB Image DWT
Watermarkin

DWT allows Hiding
us to recover capacity

g on video the exact RGB | drops if

frames using image without | the used

DWT any distortion. | cover
video
doesn’t
have large
motion
componen
t

4 | AHighly Hamming Hamming Hamming
secure video | code(7,4) code handles code
Steganograp error handles
hy using correction as only
Hamming well as error single bit
code(7,4) detection. errors.

5 | Modified AES,MAE | MAES takes AES takes
AES Based S less time for more time
Algorithm encryption for
for MPEG and encryption
Video decryption and
Encryption decryption
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6 | Separable AES Safe Time and
Reversible energy
Encrypted required
Data Hiding against
in Encrypted Brute-
Image Using force
AES
Algorithm

V. THE PROPOSED METHOD
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Fig. 1. Proposed system

Step 1. Video file is converted into a series of
frames of equal size.

Step 2: Secret message is encrypting using MAES.

Step 3: Select frame for hiding text.

Step 4: Using 2" level DWT store the encoded text
in frame.

Step 5: Stego video transmitted through a network.

Step 6: Stego video segmented into frames.

Step 7: Get cipher text using IDWT.

Step 8: Decode text using symmetric key.

Step 9: Get Secret message.

V. RESULTS

Table : PSNR Value of both approaches

Frame PSNR using PS.NR

Sequences o AES using

: MAES

vloahonem 1100 85.89 85.93
yiophone.mpg =47 7741 85.90 85.96
Clay 5.mpg 1-30 86.24 86.56

Above table shows the PSNR values Using AES
and MAES of two different videos.
In Figure we show comparison of AES and MAES.

l Stego Video
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Figure : PSNR value comparison of AES and
MAES
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Figure : Histogram of original frame and stego
frame

VI. CONCLUSION & FUTURE SCOPE

During the review and analysis of various papers
on Steganography techniques we have observed
that Video Steganography is best technique for
hiding large amount of data compare to the image
Steganography. The proposed method use
combination of 2" level DWT method and MAES
algorithm. Here Video Steganography use MAES
algorithm for encryption of the secret message and
2" level DWT method for hiding encrypted
message to provide more security and
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robustness.The Future work may be extended by
other transformation techniques.
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