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Abstract:  The respiratory-related diseases can spread and cause infection from patients to other people easily. The mask can 

help preventing or reduce the risk of spreading respiratory diseases from person to person. This research presents the 

development of the warning system to the people for wearing the masks by using the ESP32-CAM and IoT devices. The Haar-

like feature and cascade classify training techniques are used to detect the human faces and the masks in this system. A total of 

2,160 sampling images was trained for modeling the mask detection on human faces.  The result shows that the accuracy of the 

developed system is 91.60% for mask detection. The system evaluation in black box testing has the mean value 4.51 with a 

standard deviation 0.51 and a mean value 4.62 with a standard deviation 0.49 by experts and users, respectively. Moreover, the 

acceptance of the system has a high consensus. It could be said that the developed system can detect and classify the person who 

is wearing the face mask for protecting the respiratory infection at the highest level. 
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I. INTRODUCTION 

Today, the world is in crisis with the risk of spreading 

new respiratory diseases. The novel coronavirus 2019 

(COVID-19) [1] is a new strain of the virus that was 

discovered in late 2019, which has never been found or 

appeared in humans before. It is currently being attacked 

worldwide is prevalent in Southeast Asian countries. The 

face mask is a protective mask that covering the nose and 

mouth. The mask can help preventing or reduce the risk of 

spreading respiratory diseases from person to person. 

Nevertheless, today there is a large number of people who 

do not pay attention or ignore or forget to wear a mask to 

prevent the spread of disease from themselves to other 

people or prevent infections that may spread from other 

patients. 

There are several types of masks for use in the real 

world, such as surgical mask, N95 respirator, P100 

respirator, or gas mask [2]. The face masks have different 

colors and the abilities to protect the disease or particular 

dust. For example, a surgical mask does not protect the 

coronavirus and should be worn no later than 3 to 8 hours 

[3]. However, wearing a face mask may help increase the 

weariness of the wearer and help prevent the spread of 

respiratory diseases. Therefore, reminding people to wear a 

face mask is a stimulant for those who have not yet worn a 

face mask to have awareness and turn to wear a face mask. 

To detect or classify or wear masks, it requires machine 

learning to help recognize facial features or masks, 

including wearing a mask. Examples of learning and face 

detection can use the Viola-Jones technique [4][5] based 

the Haar-like feature techniques [4][5][6][7][8] to detect. 
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Besides, the introduction of internet technology will 

significantly facilitate everyday life, especially the internet 

of things (IoT), in which everything is an electronic device 

that can communicate and control the system and 

information over the internet. For example, the low-cost 

auto robot for collecting the floating garbage was 

developed by using IoT devices, or the smart aquarium 

monitoring was developed for helping the entrepreneur 

with automate water changing system. Moreover, IoT helps 

the elderly improve their daily lives by using intelligent 

walking sticks developed from IoT devices. 

This research objective is to develop a system to alert 

people who have not worn a mask to turn their attention. 

The researchers are developing a system for voice alarms 

and thanks to people already wearing masks by using IoT 

devices as a threat warning device to prevent the spread of 

the respiratory infection.  

II. MATERIALS AND METHODS 

There are six steps for the development of a warning 

system to wearing a face mask to prevent respiratory 

infections as follows. 

A. Data collection 

The key to the notification of wearing a mask is the mask 

detection on the human face. This work needs the images, 

which include a mask or without mask on the human faces 

for training and testing data. The researchers collect the 

2,160 images in total from the Google search engine by 

using the Python version 3.6 for grabbing all photos. There 

are 1,014 images for the masks only, 836 images for people 

who are wearing the mask, and 310 images for people who 

do not wear the mask. The sample images are shown in 

Figure 1 and Figure 2. 

 

 

Figure 1: The sample images of the masks from the 

Google search engine [9][10][11][12][13][14][15][16][17] 

 

Figure 2: The sample images of people who are wearing 

the mask from the Google search engine 

[18][19][20][21][22][23][24][25][26] 

B. Data preprocessing  

After the images were gathering from the Google search 

engine by the Python programming processing in this work, 

all images should be customized in three processes as 

follows. 

 

1) Face detection:  Before training data for face masks 

classification, all images should be resized to the same 

image dimension. In this process, face detection and object 

detection [27] were used to find the center of the position 

where there is a mask or a human face. The Haar-like 

feature was applied to detect the face of people by using the 

library OpenCV version 3.3.0. The people’s face was 

detected in Figure 3. 

 

Figure 3: Face detection to find the center of the people's 

faces on the image 

 

2) Image cropping: When the face was detected, the center 

of the face was calculated and cropping an image as a 

square picture. The minimized distance from the center of 

the face to all sides (top, bottom, left, right) of images is the 

default distance for cropping. The square image cropped is 

shown in Figure 4.  
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Figure 4: The cropped of a square image 

3) Image resizing: By default, the image dimensions are 

225x255 pixels. So, all cropped square images were scaled 

to 225x225 pixels before being used in the next step of 

training. 

C. Face masks classification 

In this step, all images were trained by using the Haar-

like feature-based cascade classifiers technique for 

detecting the object such as face or mask. The 1,850 

images were set to the positive samples to find the objects 

of interest. For negative samples, there are 310 images, 

which are the people who do not wear the mask. After the 

cascade classifier training finished, the model output was 

generated as an XML file formatted. This XML file was 

used in the IoT development step. 

D. Internet of things  

This system was developed in the IoT platform by using 

the Arduino IDE version 1.8.10 on Windows 10 

Professional Edition x64. It consists of four devices in IoT; 

there are ESP32-CAM board, LM386 audio amplifier 

module, speaker 8 ohms 1.5 watts, and batteries pack. The 

IoT devices were connected in Figure 5. 

 

Figure 5: The IoT devices for the warning system to face 

mask detection 

1) ESP32-CAM board: This is the development board 

which has the ESP32-S microcontroller chip, microSD card 

slot, and OV2640 camera module. It is a small size board 

with a footprint of 27x40.5x4.5 millimeters. The ESP32-S 

chip is developed by Shenzhen Ai-Thinker Technology. 

For the OV2640 camera module, it can operate with the 

maximum resolution of 1600x1200 pixels at fifteen frames 

per second. It comes with a sensor image array up to two 

megapixels. Moreover, it consists of the smallest 

802.11b/g/n Wi-Fi with Bluetooth version 4.2 

communications, and a built-in LED that works as a 

flashlight. 

 

2) LM386 audio amplifier module: This module used to 

gain the audio signal for a loudspeaker. The onboard 

resistance can adjustable for the volume enlargement. In 

general, it can operate with a voltage range between five 

and twelve volts. 

 

3) Speaker 8 ohms 1.5 watts: This loudspeaker is used to 

deliver the message to people who are walking around or 

pass through the field of view from the OV2640 camera 

module. 

 

4) Batteries pack: This battery pack is combined from 

several of 18650 cells. It used to supply the power for the 

ESP32-CAM board and the LM386 audio amplifier 

module. 

 

All coding which developed in C++ language were 

uploaded to the ESP32-CAM board and the cascade model 

in an XML file was uploaded to the microSD card for the 

face mask classification or face mask detection. Besides, 

two sentences for reminders of wearing masks and thank 

you were recorded on this microSD card. Also, this system 

was communicated to the central server. This developed 

server is the logging server for keeping the people who 

walk past the system or the field of view of the camera. 

This logging used to cross-check the system efficiency and 

accuracy for classifying the people who wear the mask or 

not. 

For the work process of the wearing mask notification 

system, the process will be as follows: 1) when someone 

walks through the field of view of the camera, the system 

will capture the still image, 2) take the still image to 

analyze the image to find the position of that person's face, 

3) when the face was detected, the system will distinguish 

whether the face is wearing a mask or not, and 4) sound 

notification as each case. If someone walks into the field of 

view of the camera and does not wear a mask at the 

moment, the system will notify an alert sound with the 

message that ‘Please wear a mask.’ On the other hand, the 

message ‘Thank you for your cooperation’ was delivered to 

people who are wearing the mask. 

The people’s face detection and face mask detection can 

be simulated in a green box and a red box, respectively, 

shown in Figure 6 and Figure 7. 



COMPUSOFT, An international journal of advanced computer technology, 9(9), September-2020 (Volume-IX, Issue- IX) 

 

3813 

 

 

Figure 6: The face and face mask detection simulation 

 

Figure 7: The face mask does not found simulation 

E. System implementation and testing 

The developed system was installed in front of the 

entrance to places such as shops or corridors that related to 

the shopping center or community. The system was set up 

at five different places for testing and gathering the result 

of mask detection and warning to the people. In this 

research, the system detects the one hundred people for 

each place. So, there are five hundred persons in total. 

F. System evaluation  

According to the previous step, the five hundred people 

were detected and classified the mask were wearing. All 

people who walk past the system were logging into the 

central server. The system was evaluated the efficiency by 

using the precision, the recall, the F-measure, and the 

accuracy in (1), (2), (3), and (4) [28], respectively. 

 

 
TP

Precision
TP FP




 (1) 

 

 
TP

Recall
TP FN




 (2) 

 

 
2 Precision Recall

F measure
Precision Recall

 
 


              (3) 

 

 
TP TN

Accuracy
TP TN FP FN




  
             (4) 

 

Where 

TP: When a masked person walks past the system, the 

system can detect that the mask is worn. 

FP: When a person does not wear a mask walks past 

the system, the system can detect that the mask is worn. 

TN: When a person does not wear a mask walks past 

the system, the system can detect that the mask is not worn. 

FN: When a masked person walks past the system, the 

system can detect that the mask is not worn. 

 

Moreover, the system was evaluated by nine experts who 

expertise in information technology and human health care 

and thirty-five users was evaluated by using black box 

testing. The black box testing is that it ignores the internal 

processing of the system [29]. The terms of evaluation are 

function testing, compatibility testing, usability testing, 

performance testing, and stress testing. All criteria of the 

evaluation were scored as the Likert scale [29][30][31]. 

These scores were analyzed to mean and standard deviation 

(SD) value. 

The overall system framework development of the 

warning system to face mask detection can be illustrated in 

Figure 8. 

 
Figure 8: The face mask detection and warning system 

framework 

III. RESULTS 

The warning system development to wear a face mask for 

respiratory infection protection using IoT was evaluated in 

two sections: the system efficiency and the system 

evaluation in black box testing.  

A. The result of system efficiency  

According to (1), (2), (3), and (4), the system was 

evaluated by cross-checking with the logging on a central 
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server, which is developed for keeping all people who walk 

past the system. The result of the mask detection is shown 

in Figure 9. 

 

Figure 9: The result of system efficiency 

Figure 9 shows that the efficiency of system evaluation has 

the precision value at 95.10%, the recall at 91.51%, the F-

measure at 93.27%, and the accuracy at 91.60%. 

 

B. The result of system evaluation in black box testing 

The result of system evaluation in black box testing was 

assessed by nine experts in the field of information 

technology/human health care and thirty-five users. The 

result has shown that the indicator of ‘Usability testing’ is 

the highest from experts and users. For the average mean in 

total, the result of the evaluation by thirty-five users at 4.62 

with 0.49 of standard deviation, and average mean at 4.51 

with 0.51 of standard deviation by nine experts, 

respectively. 

According to the result evaluation for acceptance of the 

system that could be detected by experts and users while 

being used has high consensus. All of the values, the 

interquartile ranges (IQR) have no more than 1, and the 

quartile deviation (QD) no more than 0.5 [32] shows in 

Table 1. 

 

 

 

Table 1: The result of system evaluation in black box testing 

 

AssessmentIndicators Mean SD 
Quartiles 

IQR QD Evaluation 
Q1 Median Q3 

Experts 

1. Functional testing 4.44 0.53 4 4 5 1 0.5 The high 

2. Compatibility testing 4.44 0.53 4 4 5 1 0.5 The high 

3. Usability testing 4.67 0.50 4 5 5 1 0.5 The highest 

4. Performance testing 4.44 0.53 4 4 5 1 0.5 The high 

5. Security testing 4.44 0.53 4 4 5 1 0.5 The high 

Total 4.51 0.51 4 5 5 1 0.5 The highest 

Users 

1. Functional testing 4.63 0.49 4 5 5 1 0.5 The highest 

2. Compatibility testing 4.57 0.50 4 5 5 1 0.5 The highest 

3. Usability testing 4.69 0.47 4 5 5 1 0.5 The highest 

4. Performance testing 4.66 0.48 4 5 5 1 0.5 The highest 

5. Security testing 4.54 0.51 4 5 5 1 0.5 The highest 

Total 4.62 0.49 4 5 5 1 0.5 The highest 
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IV. CONCLUSION 

This research presents development of warning system to 

wear a face mask for respiratory infection protection using 

IoT. The ESP32-CAM with the ESP32-S microcontroller chip 

is used as the main board. It collects images by detecting the 

people who are in focus and in view of the OV2640 camera 

module. This system is focusing on the essentials of face 

detection and mask detection on people’s faces. All 2,160 

sampling images of people’s faces with or without the mask 

and the images of several kinds of masks were trained in 

cascade classified technique in Python by using the Open CV 

library. The model was trained and applied to the IoT 

development in Arduino IDE for detecting and classifying the 

people who are wearing the mask or not. This system was 

implemented, tested, and evaluated. For the efficiency of 

system evaluation, the precision, recall, and F-measure are 

95.10%, 91.51%, and 93.27%, respectively, where the 

accuracy is 91.60%. 

Moreover, the system was evaluated by nine experts in 

black box testing. The result of the system evaluation in black 

box testing shows the total average mean 4.51 with a standard 

deviation 0.51 by experts and the total average mean 4.62 with 

a standard deviation 0.49 by users. According to the result 

evaluation for acceptance of the system that could be detected 

by experts and users while being used has high consensus. All 

of the values the in interquartile range (IQR) no more than 1 

and the quartile deviation (QD) no more than 0.5.  It could be 

said that the developed system can detect and classify the 

person who is wearing the face mask for protecting the 

respiratory infection at the highest level. 
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